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BIOMETRICSAND
INTERNATIONAL MIGRATION*

The terrorist attacks of September 11, 2001, radically affected the manner in
which governments approach border security and international migration manage-
ment. Since September 11, and subsequent terrorist attacks in Europe, Asia, and the
Middle East, national security and migration have been brought sharply into focus,
hei ghtening the concern that weak migration management systems may endanger the
security and safety of the destination country and its population. The call for tighter
controls of frontiers and safer travel documents, as well as significant increases in
inter-departmental and cross-border cooperation has been virtually unanimous among
concerned states. Building capacities and increasing cooperation in these areas has
become a priority in both domestic and foreign policy.

A key component in reinforcing the security aspect of international migration,
particularly among developed countries, isthe planning for use of biometric systems
invarious areas of migration management. Biometric applications are being concep-
tualized and progressively implemented to promote and ensure national security at
the borders, and the integrity of international travel documents and their issuance
systems. Not only are biometric systems being introduced at the national level, but
there is an increasing call for, and expectation of, the collection and sharing of
biometric data at the international level. In conjunction with this development there
has been greater acceptance by the general public of the use of biometrics and the
“intrusion” of the state into the private sphere in the interest of national security.

As aresult of these developments, states are continuing to accumulate biometric
datain relation to non-nationals seeking entry to their territory, as well astheir own
nationalsin connection with applications for travel documents. These developments
have given rise to considerable concern amongst privacy and civil rights advocates

*  Jillyanne Redpath, Legal Officer, LLB/BA, LLM (Cantab). Particular thanks to
Charles Harns and Carla Edelenbos for their comments on this paper, and Katarina
Tomolovafor her research assistance. This paper iswritten in my personal capacity;
any errorsremain my own.
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who believe that the right to privacy and other interests of the individual are being
overshadowed by, and in many cases subjugated to, the security interests of the state.

This paper will focus on the impact of the rapid expansion in the use of biometric
systems in migration management on the rights of individuals; it seeks to highlight
legal issues for consideration in implementing such systems, taking as the starting
point that the security interests of the state and the rights of the individual are not,
and should not be, mutually exclusive. Part 1 of this paper briefly describes the type
of biometric applications available, how biometric systems function, and those used
in migration management. Part 2 examines the potential offered by biometrics for
greater security in migration management, and focuses on developments in the use
of biometrics as a result of September 11. Part 3 discusses the impact of the use of
biometrics in the management of migration on the individual’s right to privacy and
ability to move freely and lawfully. The paper highlights the increasing need for
domestic and, indeed, international frameworks to govern the use of biometric ap-
plications in the migration/security context, and proposes a number of issues that
such frameworks could address.

|. Understanding Biometrics

Biometrics can be defined as the automated means of identifying an individual
through the measurement of distinguishing physiological or behavioural traits.*
Biometric scanning is the process whereby biometric measurements are collected
and enrolled in a computer system with the purpose of using the measurements to
either verify or search for a person’s identity. Most biometric systems are based on
mathematical formulae to detect statistically significant correlations between alive-
capture biometric and biometric templates previously entered into the travel docu-
ment or computer system.?

The main biometric techniques being used for verification and identification
processesin al sectors of society include fingerprinting, irisscanning, facial imaging,
hand geometry, voice recognition and signature verification.®

* Fingerprinting involves the placing of the finger/s on an electronic scanner which
reads the unique ridges on the finger.

* Iris scanning involves the photographic scanning of the unique coloured patterns of
the iris.

* Facial imaging involves capturing images of the face, preferably from acertain angle
and with controlled light and background.

* Hand geometry involves the placing of the hand on a scanner which measures the
length, width and thickness of the hand and digits.
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Thereafter the biometric reading can be used to:

a) verify that an individual is who s/he claims to be: this involves a one-to-one match
between a subject’s biometric data obtained at the point of verification, and abiometric
template created when the subject enrolled in the system. For example, when biomet-
ricsare used in the passport or visa application process, but are not stored in the travel
document itself, the live-capture biometric can be checked against the biometric
stored in the visa or passport application record when the person arrives to pick up
the new travel document. Similarly, once a biometric is included in a travel docu-
ment, whether in avisa, passport or identification card, the person holding that docu-
ment can be checked through live-capture agai nst the biometric datain the document.
In both examples the searching process is one-to-one: the biometric is used to verify
that the person is the same as in the document application record, or presented in the
passport or travel document.

b) identify individuals when one-to-one verification is either not possible or sufficient:
thisinvolves a one-to-many search between a subject’s biometric data, which can be
either live-captured or from another source, and a collection of templates of the same
biometric (facial, finger, etc.) of all theindividuals enrolled in the system. For exam-
ple, when an individual presents at a border, or applies for a passport or visa, his/her
biometrics can be taken and searched against existing records in the database.

Of the two aternatives, one-to one matches have the highest rate of accuracy.
Rates of accuracy with one-to-many searches are, however, improving and the use
of multi-tiered biometric searching (searching more than one biometric identifier in
a certain sequence) is one way of increasing the accuracy of these broader searches.

The most reliable biometric features are fingerprinting and iris scanning, both in
one-to-one and one-to-many matches, and are the most frequently used in migration
management. Research into facial scanning is ongoing, and is expected to achieve
high accuracy in the future for identification and verification purposes.* The Inter-
national Civil Aviation Organization (ICAO), the international organization leading
the setting of standards for the use of biometricsin passports, has concluded that the
face is the biometric most suited to the practicalities of travel document issuance,
with fingerprint and/or iris available for choice by states for inclusion as comple-
mentary biometric technologies.® The considerations of ICAO Member States in
choosing the biometric technologies for use in travel documents® provide an inter-
esting insight into government concernsvis-a-vis biometricsin the migration/security
context; these include the ease with which they build upon existing processes, the
ease and mode of capture, the degree of public familiarity and, tacitly, their accept-
ance of the biometric chosen.
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[1. Biometrics, Migration and Security

When compared to traditional forms of identification, such as photographs or
data-only identity cards, the use of biometrics increases the certainty that the person
presenting the identification is indeed who s/he claims to be and ensures a stronger
link between the holder of the document and the document itself. In the migration
context, this has the obvious benefit of reducing document fraud and assisting in
identifying mala fidetravellers.

Further, the use of biometric systems in the management of migration can facili-
tate the efficient control of the border, particularly once the biometric is deployed in
the travel document. When this is the case, those managing entry points can be
quickly assured that the person holding the document is the one to whom it was
issued. Routine and automated checks against awatch list could still be required, as
could areview of the usual security features present on most passports and visas to
ensure that the entire document is not fraudulent. In the new biometric passportsthis
assurance could also be gained by electronically checking the validity of theissuance
information encoded with the biometric on the travel document’'s chip against a
database of authorized “private keys’, akind of electronic signature that guarantees
the validity of the issuance systems.” Only in doubtful cases would border officers
need to instigate a secondary inspection process.®

Biometrics are most commonly used in the management of migration to secure
the travel document and its issuance system through one or more of the following
complementary applications:

a Providing abiometric log-on function for government officials who areissuing pass-
ports, thereby providing better security in the issuance process and a clear audit trail;

b) Including biometric indicators in the travel document application process, thereby
eliminating or greatly reducing the possibility of a single person being issued more
than one passport under different names, and enabling better one-to-many checks
against a pre-issuance watch list;

€) Including the biometric indicator in the passport or other travel document in a stand-
ardized format.

In addition, the European Union is planning to use biometrics in a centralized
database to record and screen persons seeking Schengen visas.® Under consideration
are programmes to establish multi-country biometric databases of travellers, inclu-
sive of watch list functions, to better manage the screening process and, in effect, to
help manage the “virtual border”.*® Furthermore, biometrics are also being used in
some destination countries to help manage services for migrant populations.*t
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The events of September 11 have had a dramatic impact on the use of biometric
systems in the migration/security context. Prior to this date, biometric systems were
emerging as atool in migration management and, as with any other emerging tech-
nology, were being implemented on an ad hoc basis as prototypes for testing. One
use was to facilitate travel by enabling frequent travellers to enroll their biometric
data and then use fast-track lanes upon departure and arrival. Such systems were
based on the voluntary enrolment of the subject and were used for personal conveni-
ence and speed of processing. For security purposes, biometric systems were pri-
marily used for gaining accessto restricted areasin airports, one exception being the
EURODAC system.”? It must be added, though, that in the case of passports the
initiative to include biometrics in passports well precedes September 11. The events
of that day, however, undoubtedly led to a redoubling of efforts and the setting of
specific timelines for implementation.

Since September 11, the biometric industry has been forced to develop at arapid
rate driven by government demand for technology that enhances border security,
combining a high degree of accuracy with speed of processing necessary at border
points. Whilst the call for greater security vis-a-vis non-nationals seeking to enter a
country has resounded throughout many countries, this phenomenon has been most
felt in, and in many ways been driven by, the United Statesin its effortsto strengthen
homeland security. Subsequent terrorist attacks in various regions around the globe
have fortified other countries' resolve in thisregard. Although several countries are
incorporating biometric applicationsinto their migration management practices, the
focus of this section is on post-September 11 developments in the United States (US)
and the European Union (EU) given the implications of these developments for
governments and travellers worldwide.

A key USinitiative affecting international progressin the use of biometricsisthe
Department of Homeland Security’sUS Visitor and Immigrant Status | ndicator Tech-
nology (US-VISIT) programme.®®* The US-VISIT programme collects biographic,
travel and biometric information (photographs and fingerprints) of non-US nation-
als at the point of entry to assist border guards to verify the individual's identity on
arrival and departure.** The stated objective of the programme is to enhance the
security of the US while facilitating legitimate travel and trade. As a complement to
the US-VISIT programme, in October 2004, the State Department implemented a
Biometric Visa Programme at all its non-immigrant visa-issuing overseas consul-
ates, requiring that all applicants for US visas have fingerprints and digital photo-
graphs collected and cleared through the DHS Automated Biometric Identification
System before receiving avisa.® A final component of the United States migration/
security approach is that as a condition of continued participation in its visa waiver
programme, biometrics must be incorporated into tamper-resistant travel documents
of participant countries.’® The impact of these requirements has been felt around the
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globe and, as aresult, several countries are introducing biometrics into their pass-
ports to ensure compliance with US requirements.

Parallel to these developments have been EU moves to establish a “coherent
approach...on biometric identifiers or biometric data for documents for third-coun-
try nationals, EU passports and information systems”.'” In February 2004, the EU
Commission adopted proposals for a Regulation harmonizing the biometric identi-
fiers for visa and residence permits of third-country nationals,*® and a Regulation
harmonizing security standards for EU citizens' passports.’® The Proposal concern-
ing third-country national visas calls for each Member State to incorporate a facial
scan and fingerprint into visa and residence permits in a harmonized way, ensuring
interoperability.?

The stated aim of the Proposal for the introduction of biometric indicatorsin EU
passports is to render the passport more secure by setting minimum standards for
harmonized security features and, at the same time, to establish a reliable link be-
tween the genuine holder and the document through the use of biometrics. In add-
ition, it would allow EU Member States to meet the requirements of the US Visa
Waiver programme in conformity with international standards.? The Proposal re-
quired the inclusion of afacial image, with fingerprints in interoperable format as
an option. In December 2004, the EU Council adopted a Regulation on standards for
security features and biometrics in passports and travel documents issued by Mem-
ber States,? requiring the mandatory, instead of optional, inclusion of fingerprints
in passports. Member States are required to apply the Regulation at the latest
18 months for facial images, and 36 months for fingerprints, after the date of adop-
tion of technical specifications for implementing the Regulation.?

[11. Human Rights Implications of the
Use of Biometricsin Migration M anagement

While much discourse at the national and international levels has focused on
biometrics as atool for state security, such systems also have a considerable impact
on the rights of the individual, both nationals and non-nationals. A full and genuine
discussion of the implications is therefore necessary, as has taken place in the use of
biometrics in the general community. This is particularly relevant in the context of
non-nationals seeking to enter a country; individuals who do not have the oppor-
tunity to feed into the development and implementation of biometric systemsin the
context of migration management. This section focuses on the impact of the use of
biometrics in migration management on the individual’s right to privacy, and the
implications for the individual’s ability to move freely and lawfully in the event of
an incorrect, or failure to obtain, a biometric reading.

10
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[11.1 Implications for the Right to Privacy

Biometrics are increasingly being used in all sectors of society to promote con-
venience, accuracy and security in personal identification, which benefits both the
individual and society. The pros and cons of the use of biometrics in the everyday
life of the individual are well documented; so, too, is the potential impact that bio-
metrics may have on the privacy of the individual.?* The privacy concerns relating
to the general use of biometrics are equally applicable to their use in the migration/
security context. In short, concerns include the risk of:

8 functional creep: that biometric data collected for one purpose will be used for an-
other without the consent of the individual. An example of this in the migration
management context could be that data collected for immigration purposes are sub-
sequently used for the prevention and detection of crime and regulation of access to
state benefits. Indeed, in the absence of strict guidelines and their enforcement, infor-
mation collected could potentially be used for any number of activities.

b) clandestine tracking: related to functional creep is the concern that the creation of
large databases of information on individuals may enable a government to secretly
monitor the activities of individuals. In the migration context, the aggressive collec-
tion and use of data on non-nationals could lead to the unwarranted monitoring of a
non-national’s movement once in the country.

¢) divulging further information: biometric readings may divulge information about an
individual, in addition to the purposes for which it was collected. For example, an
iris scan may provide information on a person’s state of health.

d) access to information: that information may be used in a manner not permitted by
law, whether by the authorized holder of the information or a third party. In the
context of third-party access, computer systems used for the storage of biometric data
are vulnerable to hacking and unauthorized use, as any other computer system.®

These potential threats to the individual’s right to privacy are usually limited to
the domestic jurisdiction in which the system is being introduced. However, given
the international scope of the use of biometric systems in the migration/security
context, their potential impact on an individual’s right to privacy is compounded.

Until now, the absence of standards of interoperability at the international level
has led to the incompatibility of different biometric solutions, meaning that there is
alack of interoperability of systems between countries.?® However, government pol-
icies and the biometrics industry are increasingly moving towards worldwide appli-
cations for biometrics in migration management and, before long, standards will
evolve driving interoperability across all components of biometric solutions. de-
vices, algorithms, protocols, application integration, data capture and storage. The
likely result will be worldwide interoperable biometric systems. Thus, migration/
security management increasingly involvesthe prospect of large databases of biometric

11
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information being gathered and exchanged throughout the world, where disparate
standards for securing such databases exist and principles of dataand privacy protec-
tion apply unevenly.

In addition, as noted by ICAO, many actors and control procedures are often
involved in the use of biometric systems. Not only are potentially several govern-
ment authorities in a country entrusted with access to the data, but increasingly also
private companies, such as airlines, have a responsibility in the field of control of
travel documents and security.?”

Given therefore the transnational nature of the migration/security phenomenon,
growth in the use of such systems, the disparity of privacy protection between domestic
systems, and the likely expansion of actors having access to individuals' biometric
information, consideration should be given to the establishment of national and,
indeed, international standards which ensure that the privacy interests of the indi-
vidual are adequately protected.

The definition of privacy depends on the context to which the concept is being
applied. In its general use, it essentially equates to the right to protection from
intrusion into one's private sphere; whether this be one’s personal information, per-
sonal communications, physical integrity, or the physical space in which one lives.®
The implications of biometrics for the privacy of one's personal information is the
focus of this section. The right to privacy is found in various international instru-
ments. It is contained in Art. 12, Universal Declaration on Human Rights, which
states that “ No one should be subject to arbitrary interference with his privacy, fam-
ily, home or correspondence, nor to attacks on his honor or reputation. Everyone has
the right to the protection of the law against such interferences or attacks’. Thisis
reiterated in Art. 17, International Covenant on Civil and Political Rights® and
various regional instruments,® and specifically recognized as applicable to migrants
by the Convention on the Protection of the Rights of All Migrant Workers and
Members of Their Families.®

Theright to privacy isaright of all individuals, it is not restricted to nationals of
a country, nor is there a distinction between non-nationals in a regular or irregular
situation in the entitlement to this right.® Whilst the right to privacy may be dero-
gated from in the interest of national security, such measures must be necessary and
proportionate to the exigencies of the situation, and must not involve discrimination
in their application. Further, as noted by the Human Rights Committee,* the right to
privacy should be guaranteed against all arbitrary and unlawful interference, whether
emanating from state authorities or from natural or legal persons.

A number of guidelines have been promulgated at the international level on priv-
acy and the use of electronic data, which are also relevant to the use of biometricsin
international migration management. These include the United Nations (UN) Guide-
lines for the Regulation of Computerized Personal Data Files* UN Human Rights

12
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Committee General Comment 16,% the OECD Guidelines Governing the Protection
of Privacy and Transborder Data Flows of Personal Data,® and the OECD Security
Guidelines.® A review of these standards reveals a list of common principles that
should be applied in the collection and use of electronic data. These can be summar-
ized as follows:

Data should be obtained in accordance with the law and, where appropriate, with the
knowledge or consent of the individual.

The purposes of data collection should be known when collected, data collection
should be relevant to the purposes for which it isto be used, and data should only be
used in accordance with those purposes.

Personal data should be kept accurate and up to date. It should be retained only for
as long as needed for the purposes collected.

Data likely to give rise to unlawful or arbitrary discrimination should not be com-
piled, unless domestic law provides appropriate safeguards.

Personal data should be adequately safeguarded against human and non-human
security risks.

Policies and practices regarding the collection and use of personal data should be as
transparent as possible.

Anindividua should havetheright, without undue delay or expense, to know whether
or not a body holds data relating to him/her, to be able to access the information, to
have incorrect information corrected and to obtain a remedy if thisis not complied
with.

The use of persona data should be monitored by an independent body.

The international principles outlined provide guidance for establishing a frame-

work for achieving a balance between privacy and security interests in the collec-
tion, use and exchange of biometrics. However, certain of these principles giverise
to a number of questions in the migration/security context. For example:

After how many years should biometric information of nationals and non-nationals
collected in the migration/security context “ cease to be required”? Should there be a
limit on the length of storage of such data? Should this vary depending on the type of
travel document involved?

At what age should the collection of biometric data of non-nationals commence? Itis
guestionable whether collecting the biometric data of, for example, a 10-year-old
child would be necessary/justifiable. Similarly, should there be an upper age limit on
the collection or storage of biometric data?

13



International Migration Law

What mechanisms should be employed to keep information accurate and up to date?
In the context, for example, of facial imaging adigital imageis stored in the contact-
less chip. Facial imaging has been proven to be less accurate as the photo ages.

What degree of information should be stored, in addition to the biometric, on a
document with biometric identifiers? A biometric identifier does not, per se, give for
example information on one’s race. However supporting data may be used for dis-
criminatory purposes. Similarly, health-related information evident in iris readings
may potentially be used for discriminatory purposes in the migration context.

With whom, and in what circumstances, should biometric data collected in the migra-
tion/security context be shared, both at the national and international levels? Who is
responsible and accountable if there is improper use of the information? What re-
course should be available?

What degree of transparency should be expected in policies and practices vis-a-vis
biometric data when a primary purpose of its collection is “national security”?

It isimportant that these and related issues are addressed in the infancy stage of

collection of biometric information in the migration/security context, to ensure a
framework is in place that achieves a balance between the restless dichotomy of
respecting the power of the state to take measures to protect its security, and ensur-
ing adequate protection of the individual’sright to privacy. Similarly, it is necessary
that such a framework is established from the outset of system development to en-
sure that “...policy imperatives are driving the development of technology and not
technology driving policy”.® The following elements are pivotal in achieving such
balance, both at the national and international levels:

Appropriate mechanisms need to be put in place to ensure the accountability of those
operating biometric systems.

In particular, independent monitors, as with any area of application of biometrics,
should be established at the national level to ensure accountability in the imple-
menting and enforcing of privacy and data protection principles.

Adequate security of biometric data needs to be built in at the outset of the creation
of a system to ensure its ability to provide privacy security.*®

The collection and use of biometrics in migration management needs to be estab-
lished in national, and where relevant regional, law. Legislation should apply to all
entities having access to the data, both public and private.

Those individuals/entities having access to the data should be based firmly in
“necessity”.

The amount of biometric and related information collected, and its use, must be
proportionate to the end sought to be achieved through its collection.

14
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e Privacy legislation in domestic systems should afford adequate protection to the
biometric data collected from non-nationals. Any distinctions between nationals and
non-nationals should be justifiable.

e Giventhetruly international nature of the migration phenomenon and the burgeoning
of biometric collection and exchange between countries, an international supervis-
ory body could be established/mandated to monitor the use of migration/security
biometrics and facilitate the development of principles governing biometrics and
their use, acceptable to all countries involved. Such a body could also be respon-
sible for establishing standards for the use by private entities, such as airline and
other carriers, of biometric data, and would ensure the comprehensive regulation of
the use and security of the data.

[11.2 Implications for the Ability to Move Freely and Lawfully

Asoutlined above, the advantages of using biometric systemsin migration man-
agement include greater accuracy in ascertaining the identity of an individual than
traditional formsof identification, and greater security in linking the document hol der
to his’her document. It must be noted, however, that biometric systems are not in-
fallible in performing either of these functions. The importance of this point in the
migration/security context cannot be overstated, particularly astheindustry isbeing
forced to rapidly develop to meet the security demands of governments, and the fact
that the international framework governing its use is evolving contemporaneously
with, and often in response to, the emergence of new technologies.

Biometric systems work on statistical matching and provide a “ degree of correl-
ation” between the subject and biometric templates in a system for a human to make
afinal decision regarding theidentity of the individual in question.®* Inherent to any
biometric system is the occurrence of “false positives’ and “false negatives’. False
positives mean that asystem will incorrectly correlate the individual presenting him/
herself and the biometrics of someone elsein the system. A fal se negative meansthat
the system will incorrectly reject an individual as not being the person sheisclaim-
ing to be. A system which has alow level of false positives means that it addresses
security concerns; however, alow level of false positives usually correlatesto ahigh
level of false negatives, that is, the wrongful rejection of individuals. As noted by
Feldman, “...whether a system is reliable enough to implement may turn on policy
choices concerning which goals are paramount and which goals are expendable” .
An obvious objective for the use of biometric systems in migration management in
the current security environment isto ensure alow level of false positives, therisk to
be avoided isto treat as expendable the interests of a small percentage of migrants.

In addition to false positives and negatives, each system also involves rates of

“failure to acquire” and “failure to enrol”. As described by the OECD,* the failure
to acquire rate measures the degree to which a biometric system is unable to obtain

15
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or find an image of sufficient quality due, for example, to inadequate lighting. The
failure to enroll rate measures the degree to which the system is unable to extract
sufficient features and generate repeatable templates, for example, the individual
has no readable fingerprints.

The fallibility of biometric systems has prompted commentators to call for sys-
tems to provide secondary inspection and, where possible the opportunity to appeal
against a reading the individual believes to be inaccurate.* This is of particular
concern in the migration/security context where: (a) in the passport or travel docu-
ment application process, a “false negative” is generated or there is a “failure to
enroll” in the system, and (b) the individual presents at a border, real or “virtua”,
and on the basis of an incorrect biometric reading, or a “failure to acquire”, slheis
refused entry. Both scenarios have the potential to arbitrarily infringe upon the indi-
vidual’s ability to move freely and lawfully. In such events, the impact for the mi-
grant is far greater than for the state. For the individual this may seriously affect
movement rights, and family, financial or security interests. For the state, it boils
down to one less migrant.

The following scenarios deserve particular attention:

a Inthecontext of the application processfor travel documentsincorporating biometric
data, consideration should be given to allowing “exceptional” procedures to ensure
that those who cannot be enrolled in the system can nevertheless travel. This may be
through the capacity to accept travel documents with only one biometric feature
(where more than one is required), an alternative biometric feature, or atravel docu-
ment without biometrics. Such a procedure would avoid discrimination against an
individual based on physical features.

b) In the context of admission at the border, in order to ensure that the individua’s
interests are adequately protected, states should take measures to ensure that border
officials are equipped to handle exceptions such as a“failure to acquire”, the storage
medium is damaged or not functioning properly, the document has been tampered
with or the verification software wrongfully generates afalse negative.* It should be
noted that protocols for managing the border without biometrics face similar chal-
lenges: making judgements on questionable cases. This, in itself, is nothing new for
border officials. The advent of biometricswill not change the need for judgement and
secondary inspection and, in fact, the current capacities and methods used in this
regard will continue to be useful and highly relevant.

€) The vulnerable position of non-nationals should be highlighted in relation to both
the application for travel documents and admission at the real/virtual border. It isa
fundamental principle of state sovereignty that states have the power to determine
whether and which non-nationals enter their territory; and on what conditions. In-
deed, it iswell accepted that states have wide discretion on admission matters. How-
ever, such discretion should not be exercised on the basis of an error of fact vis-a-vis
a biometric reading. States can and generally do simply refuse a visa or entry at the
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border, with the exception of international protection obligations, if they believe a
non-national poses a security or other risk.

Given the potential for refusing a visa or entry based on a false negative biometric
reading,® consideration should be given to establishing a review process for non-
nationals alleging such an error.* In the travel document application process, this
may include a paper appeal or interview process to establish the true identity of the
individual. The practicalities of review/appeal on seeking entry or access to a border
are complicated by the situation at control points which are characterized by the
priority given to state security and speed of processing. Therefore, whilst it is un-
likely that states would grant the right to appeal at that point, the possibility of an
appeal “post removal” would ensure an appropriate balance between the interests of
the individual and the security needs of the state, and ensure procedural fairness for
the non-national in the migration process.

Conclusion

There is little doubt that the use of biometrics in migration management is in-
creasing and will expand significantly in the near future. In addition to concerns
over domestic security, most countries do not want to be perceived as being a“weak
link” when it comes to border security issues. Consequently, governments around
the world are examining their immigration policies and procedures that are expected
to affect the global security/migration management nexus.

Biometrics are now squarely on the international migration management agenda
and indeed provide many benefits for ensuring the security of national borders, the
safety of international aviation, the security of travel documents and the safety of
the destination country and its population. However clear, consistent parameters are
required at the national and international levels to ensure adequate protection for the
privacy of the individual. Key to such protection is proportionality in the use of
biometrics to the objectives sought to be achieved through its collection; asis ensur-
ing that appropriate safeguards exist in national systems to this end. Similarly, con-
sideration should be given to the inclusion of secondary inspection and appeal
procedures in migration management protocols to avoid arbitrary frustration of the
individual’s ability to move freely and lawfully. Such measures would promote the
necessary balance between protecting the human rights of the individual and meet-
ing the security objectives of the state.
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Annex

Examples of biometric applications used in the management of
migration*

Australia

The Australian Government will begin issuing new ePassports by end of October
2005, which will contain a microchip storing an electronic image of the passport
holder. Research has commenced on the incorporation of biometric technologies
(such as photographs, signatures and fingerprints) into Australia's existing elec-
tronic visa and entry arrangements.

In addition, stepswill be taken for the automation of border processing. The new
system will build on thetrial “SmartGate” system, which uses photo-matching tech-
nology to compare a live image taken at the transaction point against one or more
stored images.

Belgium

The Belgian Government began issuing biometric passports in late 2004. The
passports feature a contactless microchip that stores personal data, signature and the
digital photo of the holder. The same chip is able to store other biometric informa-
tion (e.g. fingerprint).

Canada

Pursuant to the 2004 Order Amending the Canadian Passport Order, the Can-
adian Government committed itself to a new passport programme. The Order au-
thorizes the Passport Office to convert a passport applicant’s photograph into a
biometric template that would be used as part of afacial recognition programme to
confirm the applicant’s identity.

CANPASS, a joint initiative of Canada Customs and Revenue Agency and
Citizenship and Immigration Canada, allows the flow of goods and people between
the US and Canada more efficiently by using fingerscans and other biometric
identifiers.

Denmark

The Danish Government has confirmed that it will issue biometric passports that
fulfil the US visawaiver programme’s requirements. The new passports will not be
issued on alarge scale until 2006.
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European Union

See page 10.

Finland

In 2006, Finland will introduce biometric passports, containing a microchip stor-
ing personal data of the passport holder, passport data and a facial image. A second
biometric identifier, a fingerprint scan, will later be introduced.

France

Ane-visatria isbeing implemented in seven French overseas consul ates, requir-
ing visa applicants to provide fingerprints and a digital photo. The biometric data
will be stored both in the visa document, containing a chip, and in a central database.
The chip will asoinclude personal data such as name, birth date, sex and nationality
of the individual.

Germany

In February 2004, Germany launched a new biometric border control system
(Automated and Biometrics-Supported Border Controls), based on iris scanning at
Frankfurt airport.

In June 2005, the German Government announced the launch of anew biometric
passport, to be issued as from 1 November 2005. The new passport, called “ePass’,
will contain a chip initially storing persona information and a facial image. Sub-
sequently, the holder’s left and right fingerprints will be added.

Hong Kong (SAR)

Hong Kong (SAR) uses fingerprinting and facial scanning in the management of
itsland, seaand air borders. The Government plans to commence issuing biometric
passports by late 2006/early 2007.

Iceland

In 2001, Iceland introduced a Facial Recognition System (FACIT) at Keflavik
Airport. The system collects pictures of each passenger entering theterminal, through
cameras installed in the airport, which are compared with a database of individuals
who are wanted or considered dangerous.

Israel

In 2001, Israel deployed a hand geometry recognition system at Ben Gurion
Airport. Automatic inspection kiosks throughout the airport can measure the size
and shape of a person’s hand. The collected data is compared to a template pre-
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enrolled in the system. Once verified, passengers can proceed through an expedited
check-in process.

Japan

From December 2002 until March 2003, Japan’'s Ministry of Land, Infrastruc-
ture and Transport conducted a trial using contact-less integrated circuit (IC) chips
in conjunction with facial recognition and iris recognition at Narita airport security
and passport control procedures. The system is undergoing expansion.

The Japanese Government has announced it will introduce passports with a chip
storing a biometric feature, such as a fingerprint or afacial scan, in 2005.

Netherlands

In 2001, the Netherlands introduced the Privium Plus programme at Schiphol
airport, a voluntary system for frequent flyers using iris technology to move en-
rolled travellers through fast-track lanes on departure and arrival. Participants have
their iris data entered on a chip of an identification card.

Dutch passports will include from mid-2006 biometric identifiers along with
personal data. Initially, a digital facial image will be incorporated, followed by
fingerprints at a later stage.

New Zealand

New Zealand plans to introduce in late 2005 e-passports with a chip containing
biometric identifiers along with other personal data.

Russia

In Russia, an interdepartmental working group has been preparing for the intro-
duction of biometric passports. It is envisaged that the new passports will contain a
facial image and possibly a fingerprint.

Singapore

In November 2004, Singapore started a six-month trial of “Fully Automated
Seamless Travel” (FAST) that simplifies the processing of passengers at Changi
Airport by using biometric technology (both facial image and fingerprint), combin-
ing check-in and immigration processes into one. At the same time, the Ministry of
Interior isworking on new e-passports embedded with amicrochip carrying biometric
identifiers. The passports are likely to be issued by the end of 2005.
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Slovakia

From September 2006, Slovakia will issue biometric passports, which will in-
clude a digital facial image, and from March 2008, a fingerprint scan.

Sweden

The Swedish Government will start issuing biometric passports, incorporating a
facial image, from 1 October 2005.

Switzerland

Swiss passports with biometric data will be made available on an experimental
basis from the end of 2005. The Swiss Government recently approved a five-year
pilot project which will pave the way for the broader introduction of passports with
microchips after 2010. The new passports will include detailed digital scans of the
holder’s face, and possibly iris scan and fingerprints.

United Kingdom

In February 2005, the UK presented a five-year strategy for asylum and immi-
gration incorporating biometric technologies for all visa applicants.

In 2005, the UK Government introduced the Identity Cards Bill, based on
biometric technologies involving facial scan, iris or fingerprint features. The Bill
provides that from 2008, UK passport applicants would be automatically issued a
new ID card. By 2013, ID cards with biometric features would be compulsory.

United States
See page 9.

1 This Annex does not provide an exhaustive list of biometrics being used by gov-
ernments, but provides examples of various initiatives being implemented to facili-
tate the movement across borders and strengthen security of borders.
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Notes

1. Biometrics Deployment of Machine Readable Travel Docume@etisnical Report,
Version 2.0, ICAO TAG MRTD/NTWG, 2004 International Civil Aviation Organiza-
tion (ICAO, 2004) at 8.

2. Feldman, R., “Considerations on the emerging implementation of biometric tech-
nology”, 25 Hastings Communications and Entertainment Law Jou2803),
653 at 656.

3. Examples of biometric identifiers under investigation include gait recognition, vein

patterns, sweat pores, body odor measurements and brainwaves. See OECD, Work-

ing Party on Information Security and Privacy, “ Biometric based technologies’ (2004),

for a comprehensive outline of biometric technologies.

OCED (2004), aboven. 3.

ICAQ (2004), aboven. 1 at 17.

Considerations cited include that facial photographs: do not disclose information

that the subject does not routinely disclose to the general public; are non-intrusive,

the subject does not have to touch or interact with a physical device for a substantial
time to be enrolled; are already collected and verified routinely as part of the appli-
cation process to produce a passport; do not require the introduction of new and
costly enrolment procedures; can be captured from an endorsed photograph, not
requiring the subject to be physically present. In addition, for watch lists, face

(photograph) is generally the only biometric available for comparison, and human

verification of the biometric against the photograph/person is relatively simple and

afamiliar process for border control authorities.

7. Biometric travel documents coupled with appropriately equipped entry points could
also lead to automated entry procedures at some borders where travellers present
their travel document to a scanner which then open a gate or door for entry, or can
decline and refer the person for secondary inspection.

8. Commission, Proposal for a Council Regulation on Standards for Security Fea-
tures and Biometrics in EU Citizens’ Passppf@OM (2004), 116, 18 February 2004)
at 4.

9. Commission, Proposal for a Regulation of the European Parliament and of the
Council concerning the Visa Information System (VIS) and the Exchange of Data
between Member States on Short-stay V(&B3M (2004), 28 December 2004);
Council Decision 2004/512/EC of 8 June 2004 establishing the Visa Information
System (VIS), OJ 2004 L 213/5; Council Conclusions on the Development of the
Visalnformation System (V1S) (Doc. 6534/04, 20 February 2004).

10. The “virtual border” being the point of departure for entry into the target country
(for example, the air boarding point abroad for a direct flight to the country of
destination’s border).

11. Such asthe Netherlands or the United Kingdom.

12. The EURODAC system introduced in the EU (with the exception of Denmark) in
2000 intended to create an EU database on asylum seekers and other non-EU nation-
as apprehended while illegally crossing borders within EU territory or found il-
legally present on its territory. Its principal purpose is to facilitate the effective
application of the former Dublin Convention (now Council Regulation 243/2003/

o 0 M
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13.

14.

15.

16.

17.

18.

19.
20.

21.
22.
23.

24,

25.

26.

EC, 0OJ 2003 L 50/1) for determining the EU Member State responsible for examin-
ing the asylum application. It uses a common asylum fingerprint database to check
asylum applicants to ensure that no duplicate asylum applications have been en-
tered in different locations, or under different names. See Council Regulation 2725/
2000/EC of 11 December 2000 concerning the establishment of “Eurodac” for the
comparison of fingerprints for the effective application of the Dublin Convention,
0J 2002 L 316/1.

The USVisit Programmeishbased on Thelllegal Immigration and Reform and Immi-
grant Responsibility Act of 1996; The Immigration and Naturalization Service Data
Management Improvement Act of 2000; The USA PATRIOT Act of 2001; and The
Enhanced Border Security and Visa Entry Reform Act of 2001.

US-VISIT Programme Privacy Policy, November 2003, US Department of Homeland
Security, http://www.dhs.gov/interweb/assetlibrary/USV1SI TPrivacyPolicy.pdf.

Border Security: State Department Rollout of Biometric Visas on Schedule, but

Guidance is LaggingReport to the Chairman, Committee on Government Reform,
House of Representatives, GAO-04-1001, 2004, US Government Accountability
Office (GAO), at http://www.gao.gov/new.items/d041001.pdf.

In August 2004, the US granted an extension from 26 October 2004 to 26 October
2005 for visa waver countries to start issuing biometric passports. The EU has re-
cently requested a second extension of the deadline to 28 August 2006: Europa
IDABC, eGovernment News, 1 April 2005.

Presidency Conclusions, European Council of Thessaloniki, 19-20 June 2003,
Bulletin EU, 6-2003.

Commission, Proposal for a Council Regulation amending Regulation (EC) 1683/
95 laying down auniform format for visas, Proposal for a Council Regul ation amend-
ing Regulation (EC) 1030/2002 laying down a uniform format for residence permits
for third-country nationals (COM (2003), 558, 24 September 2003).

Commission (2004), aboven. 8.

The Proposal reflects the European Council’sintention to introduce acommon iden-
tification system for visa data, see above n. 9.

Commission (2004), aboven. 8, at 8.

Council Regulation 2252/2004/EC of 13 December 2004, OJ 2004 L 385/1.
Technical specifications concerning facial images were adopted by Commission
Decision C(2005)409 Commission on 28 February 2005.

See for example, Alterman, A., “A piece of yourself: ethical issues in biometric
identification”, 5, Ethics and Information Technolod003), 139; Banisar, D.,
Davies, S. et d., “Privacy and human rights: an international survey of privacy laws
and practice”, Global Internet Liberty Campaign, at http://www.gilc.org/privacy/
survey/ Clarke, R., “Biometrics and privacy”, (2001), http://www.anu.edu.au/
people/Roger.Clarke/DV/Biometrics.html.

For an interesting analysis of the potential threats posed by biometrics to the indi-
vidual’s right to privacy, see Crompton, M., “Biometrics and privacy, the end of the
world aswe know it, or the white knight of privacy”, 1% Biometrics Institute Confer-
ence, 20 March 2003; Feldman (2003), above n. 2.

For example, the EU, through SIS 11 (not yet operational — expected 2007) and other
national | D/passport issuance projects, aim to ensureinteroperability with EURODAC
and VIS and is the first step in this direction.
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27
28
29

30.

31

32.
33.

34.
35.
36.
37.

38.

39.
40.
41.
42
43.
. ICAO (2004), aboven. 1 at 27.
45,

46.

. ICAO (2004), aboven. 1.

. Crompton (2003), above n. 25.

. “No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and reputa-
tion.”

Examples of the protection of the right to privacy at the regional level include
Art. 8 of the European Convention for the Protection of Human Rights and Funda-
mental Freedoms and Art. 11 of the American Convention on Human Rights.

Art 14: No migrant worker or member of his or her family shall be subjected to
arbitrary or unlawful interference with his or her family, home, correspondence or
other communications or to unlawful attacks on his or her honour and reputation.
Each migrant worker and member of his or her family shall have the right to the
protection of the law against such interference or attacks.

Whilst distinctions between nationals and non-nationals are permitted, such dis-
tinctions should not be discriminatory.

General Comment No. 16: The right to respect of privacy, family, home and corres-
pondence, and protection of honour and reputation (Art. 17): 08/04/88.

1990, United Nations [GA Res. 45/95].

Aboven. 33, para. 1 and 3.

OECD, Paris, 1980.

OCED, Paris, 2004. In addition, thefollowing law exists at the European level which
reflects similar principles: Council of Europe Convention for the Protection of Indi-
viduals with regard to the Automatic Processing of Personal Data, 1981, Council of
Europe, 1981, Council of Europe, [E.T.S. No. 108]; Regulation (EC) No 45/2001 on
the protection of individuals with regard to the processing of personal data by the
Community institutions and bodies and on the free movement of such data, 2000,
European Parliament and Council [Official Journal L 008, 12/01/2001 P. 0001 —
0022].

“Biometrics: implications and applications for citizenship and immigration”,
Report on a Forum hosted by Citizenship and Immigration Canada, 7 and 8 October
2003, at 5.

OECD (2004), above n. 3 at 37.

OECD (2004), above n. 3 at 10.

Feldman (2003), above n. 2 at 663.

OECD (2004), above n. 3 at 20.

For example, Feldman (2003), above n. 2 at 671.

Such asystem may arise when biometrics are checked against awatch system and the

individual incorrectly correlated with a third person.
Feldman (2003), above n. 2 at 671-680.
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