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EXECUTIVE SUMMARY

This report explores the subject of the use of fraudulent COVID-19 medical documents during international 
travel and migration since 2020. Information and data for the study were collected through a review of the 
recent literature (including media reports), a survey that was disseminated to national immigration authorities 
in the Asia-Pacific region, and semi-structured interviews with representatives of immigration agencies. The 
study contributes to the International Organization for Migration (IOM) Document Examination Support 
Center (DESC) Initiative, which is coordinated by the Immigration and Border Management unit of the 
IOM Regional Office for Asia and the Pacific, with the financial support of the Government of Canada. In 
coordination with IOM’s Country Offices, the DESC unit provides technical support in travel document 
examination and verification to immigration and border control officials in countries in the Asia and Pacific 
Region. The DESC Initiative’s activities are aimed at supporting governments to address irregular migration, 
including smuggling of migrants, human trafficking, and other forms of transnational organized crime within the 
context of regional trends on passport and identity frauds. Through improving our understanding regarding 
the use of fraudulent medical documents during the pandemic, including the reasons for which people are 
using them, the different types of fraudulent documentation used, how the documents are sourced, and the 
challenges that fraudulent medical documents pose for national authorities, the report contributes to the 
DESC Initiative’s efforts to support governments to address fraud in the context of migration.

The study finds that, in additional to national immigration authorities, airlines, disease control departments, 
Ministries of Public Health, and other entities are responsible for checking travellers’ medical documents 
during the COVID-19 pandemic. These entities have tended to rely on basic documentation errors in 
order to identify fraudulent medical documents. Responsible entities have identified suspected fraudulent 
documents through false looking stamps or codes; incorrect personal information; poor paper and text 
quality; and other methods.

The study highlights an evolution in the use of fraudulent medical documents during the COVID-19 
pandemic: From early 2021, it became apparent that fraudulent COVID-19 test certificates were being 
sourced and used by travellers, including migrants. By April 2021, there was evidence that false COVID-19 
digital certificates were being sold online.

The available literature distinguishes between COVID-19 document forgeries; and legitimate COVID-19 
documents that have been fraudulently obtained. Most individuals apprehended using fraudulent COVID-19 
documents have purchased forgeries. Cases of rudimentary COVID-19 have done so through forgery are 
abundant; however, there have also been cases of advanced forgeries. In the case of legitimate COVID-19 
documents that have been fraudulently obtained, dark web sites have claimed to have access to the systems 
used to issue COVID-19 vaccine certificates, either by hacking into them remotely, or having insiders who 
work at a health care or other health organization.

While it is impossible to estimate with accuracy the global prevalence of fraudulent medical 
documents during the COVID-19 pandemic, survey data suggest that there were at least
several thousand apprehensions of individuals suspected of using fraudulent medical documents in the  
Asia-Pacific region in 2021. Media reports further suggest that many hundreds, if not thousands of individuals 
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were apprehended in Canada and the United Kingdom in 2021 using fraudulent medical documents. Data 
for 2022 suggest a downward trend in the use of fraudulent medical documents, which may suggest that 
improved accessibility to COVID-19 vaccines and test certificates has reduced the prevalence of fraudulent 
documents. Penalties for using fraudulent medical documents may have also had a deterrence effect.

Survey data suggest that most persons apprehended using fraudulent COVID-19 medical documents in 
the Asia-Pacific region, are nationals of Asia-Pacific countries. Most apprehended travellers and migrants 
are males aged 20 to 40 years; however, female travellers have also been apprehended using fraudulent 
medical documents. Most persons apprehended with fraudulent medical documents have been travelling 
internationally for tourism or work purposes, or to visit family members.

According to survey and interview participants, there are different reasons for which travellers and migrants 
source fraudulent medical documents. Some travellers are ‘‘anti-vaxxers’’ who wish to travel but do not want 
to be vaccinated against COVID-19. Other persons find the process of getting vaccinated and tested for 
COVID-19 prior to international travel complex and time consuming and believe that it is easier to simply 
source fraudulent medical documents. It is thought that a small number of individuals, in the days prior to 
international travel, have tested positive for COVID-19 but believe that their travel purpose is urgent, so have 
sourced fraudulent medical documents to facilitate their international travel while infected with COVID-19. 
In a small number of cases, fraudulent medical documents are used to facilitate irregular migration.

Fraudulent medical documents have been sourced by international travellers and migrants through
a variety of channels; however, the most popular appear to be Facebook (Meta); Telegram; and the dark web. 
The documents are easily purchased from individual vendors, who identified an opportunity to make a profit 
from the production and sale of fraudulent medical documents during the pandemic. There is also evidence 
that organized crime groups have been active in the production and sale of fraudulent medical documents.

In most cases, when an individual is suspected of presenting fraudulent medical documents, they are 
interviewed, prevented from further travel, and fined. The study highlights the various challenges faced 
by national immigration authorities, airlines, and other relevant entities in checking COVID-19 medical 
documents, and dealing with individuals suspected of using fraudulent documents. A significant challenge for 
relevant entities is that of the plethora of different COVID-19 medical documents produced in countries 
around the world – in different languages, and different formats (that is, paper-based, apps). Unless the 
individual who is checking the documents is very familiar with the format of COVID-19 documentation 
produced by a certain country, it is difficult for them to determine with any certainty whether a document 
is fraudulent. Associated with this challenge is that of the time required to conduct thorough checks on 
each traveller’s medical documents. National immigration authorities, airlines, and other relevant entities are 
often reduced to only conducting quick visual checks. Further, relevant entities experience some confusion 
regarding which agency is responsible in the country for checking COVID-19 documents. As a result of these 
challenges, it is likely that many individuals have been able to travel internationally using fraudulent medical 
documents, with impunity.

The report suggests the following actions for improving international coordination, and strengthening 
mechanisms to identify fraudulent medical documents, during the current, as well as future pandemics:
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• Develop a global verification mechanism for medical test and vaccination results, such as a barcode or 
Quick Response (QR) code;

• Develop equipment and tools (for example, scanners and appropriate technology designed for specific 
typology of documents) for determining whether documents are legitimate or fraudulent;

• Provide extensive and ongoing training to relevant personnel (that is, airline staff, immigration authorities, 
and others that are responsible for checking travel documentation) on how to identify fraudulent medical 
documents;

• Encourage regional and international discussion and collaboration on the issue of fraudulent medical 
documents in travel through establishing roundtables and similar mechanisms to facilitate cooperation 
between State entities and airlines;

• Develop regional and national guidelines and referral mechanisms, which provide clarity on who 
is responsible for checking medical documents, and how to deal with individuals apprehended using 
fraudulent medical documents; and

• Further embed health authorities in overall travel safety considerations and management of mobility 
continuum, to develop appropriate procedures for producing verifiable certificates, ensuring integrity of 
the issuance process, protecting personal data of applicants, to checking authenticity of certificates and 
of information reported therein.
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1SECTION

INTRODUCTION

The coronavirus disease 2019 (COVID-19) was first identified by health experts in December 2019. The 
World Health Organization (WHO) declared the outbreak a public health emergency in January 2020. Only 
two months later, on 11 March 2020, it was declared a pandemic. At the time of drafting this report, in April 
2022, over six million people have died from COVID-19.1

In response to the pandemic, States around the world have implemented measures to curb the spread of 
the disease, including travel restrictions, lockdowns, social distancing, and other measures. In an effort to 
resume normal economic activity, in some regions and countries, international travel has been permitted 
during the pandemic, albeit with rules in place regarding the medical documents that travellers and migrants 
should present to airlines or national authorities prior to departure, such as proof of negative COVID-19 test 
results, and COVID-19 vaccination certificates.

Over the last 18 months, various media articles and reports have discussed the issue of fraudulent medical 
documents used in travel and migration during the COVID-19 pandemic.2 From approximately late 2020, 
international travel required that travellers show proof to immigration or other national authorities, or airlines 
that they had been tested for COVID-19 and received a negative test result. From approximately the start 
of 2021 to the present (April 2022) international travel has further required travellers to show proof that 
they have received the COVID-19 vaccine/s, or show medical proof (for example, in the form of a physician’s 
statement) that they are exempt from receiving the COVID-19 vaccine due to, for example, recent recovery 
from COVID-19. While countries have imposed their own COVID-19 documentation rules, there has largely 
been agreement among States on the rules regarding COVID-19 medical document requirements, namely 
that travellers must show proof of COVID-19 vaccination and/or a very recent (24 to 72 hours) negative 
COVID-19 test result, prior to international travel.

In response to the COVID-19 medical document requirements for international travel and migration, 
thousands of individuals around the world have looked for ways to flout the rules through sourcing 
fraudulent COVID-19 medical documents. Fraudulent COVID-19 medical documents (when the traveller 
is not apprehended and fined) provide a relatively inexpensive way for an individual traveller to reach their 
preferred destination without being vaccinated and/or tested for COVID-19. At the same time, criminals 
have identified a new market and seized the opportunity to make significant profit through the sale of 
fraudulent COVID-19 documents. According to the available information, the illegal sale of false negative 
COVID-19 test results, false COVID-19 certificates and digital certificates, and other fraudulent COVID-19 
medical documents, has become widespread during the pandemic, as criminals seek to profit from travel 
restrictions imposed by countries during the pandemic.3

1. World Health Organization, COVID-19 Dashboard: https://covid19.who.int.

2. See, for example, Grierson, J., ‘Fake Covid vaccine and test certificate market is growing, researchers say’, The Guardian, 16 May 2021:
 www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say;
 Bacchi, U., ‘Booming market for fake COVID-19 vaccine passports sparks alarm’, Reuters, 8 April 2021:                                 

www.reuters.com/article/health-coronavirus-vaccine-passports-idUSL8N2M05AB.

3. Georgoulias, D. et al, 2021, COVID-19 vaccination certificates in the Dark Web: https://arxiv.org/pdf/2111.12472.pdf;   
Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:    
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

https://covid19.who.int/
https://www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say
https://www.reuters.com/article/health-coronavirus-vaccine-passports-idUSL8N2M05AB
https://arxiv.org/pdf/2111.12472.pdf
https://www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010
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While some media reports provide information regarding the use of fraudulent medical documents for travel 
and migration purposes during the COVID-19 pandemic, little is known about the worldwide prevalence 
of their use, the reasons for which people are using them (for example, cost factors, or an individual’s 
desire to not be vaccinated against COVID-19), and travellers’ methods of sourcing such fraudulent medical 
documents. Further, we lack an understanding regarding who produces such documents, and the extent to 
which individual vendors4 and organized crime groups are profiting from the pandemic through the sale of 
fraudulent medical documents. Finally, we lack an understanding of how, in light of the plethora of different 
COVID-19 related medical documents required for travel and migration to different countries, national 
immigration authority, airlines, and other entities are able to identify fraudulent medical documents; the 
financial and human resource burdens placed on national immigration authorities and other entities in terms 
of verifying these documents in cases of suspected fraud; and the penalties being applied to those who use 
fraudulent medical documents. 

To address these knowledge gaps, this report explores the subject of the use of fraudulent medical documents 
in travel and migration during the COVID-19 pandemic. Data collection (a survey and semi-structured 
interviews) focused on the Asia-Pacific region; however, in light of the international nature of travel and 
migration, the report also considers their use globally.

The report is structured as follows. After this Introduction section, the second section of the report sets 
out the aim and objectives of the study. The third section explains the study methods. The fourth section 
presents the study findings. The report concludes with a summary of the key points and some suggestions 
for the way forward in developing mechanisms to identify fraudulent medical documents during the current 
as well as future pandemics.

The study contributes to the International Organization for Migration (IOM) Document Examination 
Support Center (DESC) Initiative, which is coordinated by the Immigration and Border Management unit 
of the IOM Regional Office for Asia and the Pacific, with the financial support of the Government of 
Canada. In coordination with IOM’s Country Offices, the DESC unit provides technical support in travel 
document examination and verification to immigration and border control officials in countries in the Asia 
and Pacific Region. The DESC Initiative’s activities are aimed at supporting governments to address irregular 
migration, including smuggling of migrants, human trafficking, and other forms of transnational organized 
crime within the context of regional trends on passport and identity frauds. This study contributes to IOM’s 
DESC Initiative, by providing insights into the use of fraudulent medical documents during the COVID-19 
pandemic. As highlighted in the previous paragraphs, little is currently known about the use of fraudulent 
medical documents during the pandemic, including the reasons for which people are using them, the different 
types of documentation used, how the documents are sourced, and the challenges that fraudulent medical 
documents pose for national authorities. By shedding light on these and other important questions, the 
project will contribute to the DESC Initiative’s efforts to support governments to address fraud in the 
context of migration.

4. People selling fraudulent medical documents on the open web and/or the dark web.
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2SECTION

STUDY AIM AND OBJECTIVES

• Examine the different types of fraudulent  
medical documents used by people who are 
travelling and migrating during the COVID-19 
pandemic;

• Understand the prevalence of fraudulent 
medical document use during the pandemic;

• Examine the reasons for which travellers 
and migrants are using fraudulent medical 
documentation;

• What are the different types of fraudulent 
medical documents that are being used 
during the COVID-19 pandemic?

• What is the prevalence of fraudulent 
COVID-19 medical documents?

• What are the different reasons for which 
travellers and migrants are using fraudulent 
medical documents during COVID-19?

• Understand who is responsible for creating 
the fraudulent medical documents and links 
to organized crime groups;

• Understand how national authorities are 
identifying fraudulent medical documents; and

• Understand the challenges that fraudulent 
medical documents pose for national 
authorities and other relevant entities.

• Who is creating and selling fraudulent medical 
documents during the pandemic?

• What are the policies and procedures in 
place for national authorities to identify 
fraudulent medical documents?

• What are the various challenges that 
fraudulent medical documents pose for 
national authorities and other relevant 
entities?

Specific objectives included:

Corresponding to the above research objectives, the study explored the following 
research questions:

The central aim of this study was to understand the use of fraudulent medical
documents in Asia and the Pacific during the COVID-19 pandemic

The study adopted a “forward-looking approach”, and thus also explored the question of what should be 
done to mitigate the problems associated with the use of fraudulent documents during the COVID-19 
pandemic. This was achieved through collecting the views of survey and interview participants on methods 
for improving the current mechanisms and processes for identifying fraudulent medical documents.
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3SECTION

METHODOLOGY

The study adopted a mixed-methods design, incorporating a review of the recent literature, 
a survey, and semi-structured interviews.

Desk review

The Consultant conducted a desk review of news articles and reports on cases of fraudulent medical 
documents used in the COVID-19 context. The review targeted, in particular: 

Survey of national immigration authorities

The Consultant also prepared a survey, which was disseminated in February 2022 to national immigration 
authorities in the Asia-Pacific region (46 point of entry workstation users across Asia and the Pacific). 

The search for relevant material was conducted through a series of recorded word/term searches in academic 
and media databases during the period January to March 2022. 

• fraudulent vaccine documentation (digital and paper);

• fraudulent and/or cases of hacking related to various vaccine passports;

• fraudulent proof of health insurance;

• fraudulent doctor or hospital notes (in the event of recovery from COVID-19);

• fraudulent fit-to-fly and health assessment documents; and

• fraudulent Certificates of Entry or quarantine documents.

test (LFT), and home tests);
• fraudulent COVID-19 test results (polymerase chain reaction (PCR), antigen, lateral flow

• The prevalence of fraudulent medical 
document cases;

• Types of fraudulent medical documents 
identified;

• Whether other fraudulent travel documents 
are identified in cases where fraudulent medical 
documents have been presented;

• Main nationalities of persons apprehended 
using fraudulent medical documents;

• Main destinations of persons apprehended 
using fraudulent medical documents;

• Purpose of travel/migration of persons 
apprehended using fraudulent medical 
documents;

• Methods of identifying fraudulent medical 
documents; and

• Policies and procedures for apprehending 
individuals suspected of using fraudulent 
medical documents.

The survey requested information from immigration personnel on, inter alia:
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The survey was disseminated in English and Thai to most countries in the Asia-Pacific region.

Eighty-four survey responses were received from 15 countries5 in the Asia-Pacific region: 63 from 
immigration authorities in Thailand;6 11 from the Philippines; two each from Papua New Guinea, and  
Sri Lanka; and one each from Bhutan, Lao People’s Democratic Republic, Maldives, the Marshall Islands,
Timor-Leste and Viet Nam. Survey data were managed and analysed using Microsoft Excel.

Semi-structured interviews with national authorities

The Consultant also conducted three semi-structured interviews with representatives of national immigration 
agencies. Interview participants represented national authorities in North America, Europe and Oceania.

The interviews collected interview participants’ knowledge and experiences regarding:

Interviews were conducted remotely, transcribed, and analysed almost simultaneously in March and April 
2022. The Consultant conducted thematic analysis of the interview data using the qualitative data analysis 
software, NVivo 12. While three interviews is considered a very small sample, the interviews allowed for 
in depth exploration of the research questions, and triangulation of the findings from the desk review and 
survey.

5. Bangladesh, Bhutan, Cambodia, Indonesia, Lao People’s Democratic Republic, Malaysia, Maldives, , Mongolia, the Marshall Islands  
the Philippines, Papua New Guinea, Sri Lanka, Thailand, Timor-Leste and Viet Nam.

6. A higher number of completed surveys were received from national authorities in Thailand because the survey was translated into 
Thai, and widely shared among relevant authorities. Data presented in the tables in the Findings section of the report have not been 
weighted – tables present the reported figures only. 

• The criminal nature of fraudulent medical 
document production;

• National immigration authorities’ policies 
and procedures for identifying fraudulent 
medical documents, and apprehending persons 
suspected of using such documents;

• The challenges that fraudulent medical 
documents pose for national authorities; and

• Recommendations for strengthening 
mechanisms to identify fraudulent medical 
documents.

• The prevalence of fraudulent medical 
documents during the COVID-19 pandemic;

• Trends in the main nationalities utilizing the 
documents, and trends in key transit and 
destination countries;

• The reasons for which people are using 
fraudulent medical documents for travel and 
migration;

• How the fraudulent medical documents are 
made and purchased/sold;
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4SECTION

STUDY FINDINGS

Agencies responsible for checking medical documents during the 
COVID-19 pandemic

Different national authorities and other entities have been responsible for checking travellers’ medical 
documents at airports and other international border points during the COVID-19 pandemic. In some 
countries, the responsibility for checking travellers’ medical documents has changed at different times during 
the pandemic. For example, according to a December 2021 British Broadcasting Corporation (BBC) report, 
United Kingdom Border Force was directed in early 2021 to stop checking people’s COVID-19 medical 
documentation, and instead airlines have been responsible for doing these checks.7

Of the 84 national immigration authority survey respondents in the Asia-Pacific region (46 point of entry 
workstations across Asia and the Pacific), only 21 survey participants reported that they are responsible for 
checking medical documents.

Other entities that were reported to be responsible for checking travellers’ medical documents in the  
Asia-Pacific region include: Disease Control Department (n=13); Ministry of Public Health (n=10); and 
airlines (n=7).

7. Davies, C. and Devlin, K., ‘Fake Covid passes advertised for sale online’, BBC News, 20 December 2021:   
www.bbc.co.uk/news/business-59725531.

Bhutan
Lao People’s Democratic Republic
Maldives
Marshall Islands (the)
Papua New Guinea
Philippines (the)
Sri Lanka
Thailand
Timor-Leste
Viet Nam
Total

Yes
1
1
1
0
0
6
0
12
0
0
21

No
0
0
0
1
2
5
2
48
1
1
60

No answer
0
0
0
0
0
0
0
3
0
0
3

Table 1: Is your agency responsible for checking COVID-19 medical documents?

https://www.bbc.co.uk/news/business-59725531
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As Table 3 below demonstrates, responsible entities have tended to rely on basic documentation errors in 
order to identify fraudulent medical documents. Responsible entities have identified suspected fraudulent 
documents through false looking stamps or codes (n=17); incorrect personal information (n=16), poor paper 
and text quality (n=14); and other methods.

Methods for identifying fraudulent medical documents 

Countries around the world have developed their own unique COVID-19 medical documents, which were, 
at least in the early phases of the pandemic (that is, late 2020), largely paper-based. It was only more recently 
that some States implemented digital documentation, such as Quick Response (QR) codes on test and/
or vaccination certificates, and COVID-19 apps. Naturally, COVID-19 medical documents – both paper-
based and digital – have been prepared in different national languages. This diversity of medical documents 
has resulted in challenges for the entities that are responsible for checking the documents. This study 
identified that medical document checks are, in the first instance, largely cursory, with the responsible 
entities conducting visual checks of the documents to ensure that personal details match those of the 
traveller’s passport, and the medical documents look legitimate.

Airlines
Provincial Department of public Health
Medical Officers
Immigration Department
Bureau of Quarantine
Health Quarantine officials at the airport under the National Department of Health 
No answer
Total

7
3
3
2
1
1
44
84

Table 3: Methods of identifying suspected fraudulent medical documents
False looking stamps or codes
Incorrect personal information for the traveller is inserted on the document
Quality of paper and ink (for example, blurred text)
The traveller appears very nervous when presenting COVID-19 medical documents 
to immigration officials
Incorrect spelling on the documents
False looking app
The photo on medical documents and the traveller’s passport do not match
No answer

17
16
14
13

10
10
6

468

Disease Control Department
Ministry of Public Health

13
10

Table 2: Agencies responsible for checking medical documents

8. Where the total is not 84 (the total number of survey participants), totals are not provided in the tables. Survey participants could 
select more than one response, or skip the question, thus, the responses in the tables do not always add up to 84.
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At some international border points, when a traveller or migrant is suspected of attempting to travel with 
fraudulent medical documents, a secondary check of the documentation is conducted by immigration or 
other officials. Later sections of this report explore the methods used by immigration and other officials to 
verify whether a medical document that has been presented by a traveller/migrant is fraudulent.

Types of fraudulent documents identified

The available literature suggests that there has been an evolution in the use of fraudulent medical documents 
during the COVID-19 pandemic, and that the use of fraudulent COVID-19 documents in travel and migration 
rapidly increased from the start of 2021. From early 2021 the European Union Agency for Law Enforcement 
Cooperation (Europol) warned of an increase in cases of fraudulent COVID-19 test certificates being sold 
to travellers.9

In early 2021 Israel-based researchers found evidence of forgeries of vaccine cards by the United Kingdom 
National Health service (NHS), and the United States Centers for Disease Control and Prevention (CDC), 
alongside false test certificates. These fraudulent medical documents were all available for sale on the dark 
web, as well as through easy-to-access platforms such as the messaging apps WhatsApp, Telegram and 
Jabber.10

By April 2021, the media was widely reporting that false COVID-19 passports (that provide proof of having 
received the COVID-19 vaccination/s) were being sold online, at low cost (approximately USD 12).11 In the 
same month – April 2021 – a Guardian article reported that in the United Kingdom alone, more than 100 
individuals were being identified each day attempting to enter the United Kingdom using fraudulent medical 
documents.12 Most of the individuals apprehended by the authorities using fraudulent medical documents 
were from countries in Africa, South America and Asia.13

The available literature largely focuses on several key fraudulent COVID-19 documents: fraudulent negative 
COVID-19 test results; fraudulent COVID-19 vaccine certificates; and fraudulent COVID-19 passports. The 
literature identifies two types of fraudulent documents: (1) forgeries, and (2) legitimate COVID-19 medical 
documents that have been fraudulently obtained. The following paragraphs explore forgeries, and legitimate 
COVID-19 documents that have been fraudulently obtained, in more detail.

9. Europol, ‘Europol warning on the illicit sale of false negative COVID-19 test certificates’, 1 February 2021:   
www.europol.europa.eu/media-press/newsroom/news/europol-warning-illicit-sale-of-false-negative-covid-19-test-certificates; 
Ellyatt, H., ‘Criminals are selling fake Covid test results as they look to profit from travel restrictions’, CNBC, 1 February 2021: 
www.cnbc.com/2021/02/01/fake-covid-tests-criminals-try-to-profit-from-travel-restrictions.html.

10. Grierson, J., ‘Fake Covid vaccine and test certificate market is growing, researchers say’, The Guardian, 16 May 2021:  
www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say.

11. Bacchi, U., ‘Booming market for fake COVID-19 vaccine passports sparks alarm’, Reuters, 8 April 2021:   
www.reuters.com/article/health-coronavirus-vaccine-passports-idUSL8N2M05AB.

12. Grierson, J., ‘Fake Covid vaccine and test certificate market is growing, researchers say’, The Guardian, 16 May 2021:  
www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say.

13. Grierson, J., ‘Fake Covid vaccine and test certificate market is growing, researchers say’, The Guardian, 16 May 2021:  
www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say.

http://www.europol.europa.eu/media-press/newsroom/news/europol-warning-illicit-sale-of-false-negative-covid-19-test-certificates
https://www.cnbc.com/2021/02/01/fake-covid-tests-criminals-try-to-profit-from-travel-restrictions.html
https://www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say
https://www.reuters.com/article/health-coronavirus-vaccine-passports-idUSL8N2M05AB
https://www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say
https://www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say
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Forgeries

With regards to forgeries, the available literature highlights the ease with which criminals, and even individual 
travellers, have forged COVID-19 medical documents. For example, an April 2021 Canadian Broadcasting 
Cooperation (CBS) News article highlighted that low-tech vaccine records are easy to replicate. Discussing 
United States vaccine cards, the CBS News article pointed out that the four-by-three-inch, double-sided 
paper cards bear the logo of the United States CDC in black and white, along with a cardholder’s name 
and birth date. The cards also note the drug maker, lot number, and date and location for the administered 
vaccine. The CBS article highlighted that it is very easy for these cards to simply be copied.14 In the same 
month (April 2021) a Washington Post article similarly noted that United States vaccination cards make 
forgery extremely straight forward. The article suggested that federal officials’ decision to use paper cards 
that can be easily photocopied or even printed off a template, rather than a digital tracking system, increased 
the risk of people looking to create fraudulent documents.15

Cases of COVID-19 document forgeries are abundant. For example, in August 2021, a report stated that false 
United States CDC cards had been found for sale on Amazon, eBay and Etsy. The article stated that United 
States Customs and Border Protection (CBP) officers at the port of Memphis reported seizing hundreds of 
counterfeit CDC cards on a nightly basis, often in the form of low-quality blanks. The report highlighted that 
minimal effort is put into disguising the cards, and all of the shipments had arrived from the People’s Republic 
of China.16 In July 2021, cybersecurity firm Group-IB said that it alerted Italian law enforcement authorities 
that via approximately 35 different Telegram channels, multiple vendors were offering for sale “authentic 
Green Passes with QR codes”. The sellers claimed the passes were made possible thanks to the complicity 
of health workers, but the certificates were simply forgeries.17

The literature also discusses advanced forgeries. Aalborg University researchers in Denmark reported finding 
at least one online vendor shop that appeared to have advanced forging capabilities. Specifically, they found 
an unlisted YouTube video apparently uploaded by the unnamed vendor site to advertise its wares, via 
which they were able to take screenshots of demonstration QR codes featured in the video, as well as see 
a dashboard displaying 1,700 sales of forged COVID-19 documents to date.18

The available literature also highlights how social media has further facilitated the production of fraudulent 
COVID-19 medical documents. In the early phases of COVID-19 vaccination, many people posted photos 
of themselves on social media holding their vaccination cards. The photos often showed the day of the 
vaccination, the individual’s date of birth, and other identifying details. Those pictures have helped criminals 
to get some vaccination card details “right” (such as vaccine manufacturer and lot information) for the 
purpose of producing fraudulent vaccination cards. That information is then used on the fraudulent cards, 
lending some legitimacy to the cards through providing the correct “numbers and letters” on the cards.19

14. Cerulo, M., ‘Scammers are selling fake Covid-19 vaccination cards online’, CBS News 20 April 2021:    
www.cbsnews.com/news/covid-vaccination-cards-fake-scammers-fraud/.

15. Diamond, D., ‘’Ripe for fraud’: Coronavirus vaccination cards support burgeoning scams’, The Washington Post, 18 April 2021: 
www.washingtonpost.com/health/2021/04/18/scams-coronavirus-vaccination-cards/.

16. Biometric Update, Fake CDC cards, digital health certificates spreading amid COVID privacy concerns, 16 August 2021:  
www.biometricupdate.com/202108/fake-cdc-cards-digital-health-certificates-spreading-amid-covid-privacy-concerns.

17. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports’, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

18. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports’, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

19. Diamond, D., ‘Ripe for fraud’: Coronavirus vaccination cards support burgeoning scams’, The Washington Post, 18 April 2021: 
www.washingtonpost.com/health/2021/04/18/scams-coronavirus-vaccination-cards/.

https://www.cbsnews.com/news/covid-vaccination-cards-fake-scammers-fraud/
https://www.washingtonpost.com/health/2021/04/18/scams-coronavirus-vaccination-cards/
https://www.biometricupdate.com/202108/fake-cdc-cards-digital-health-certificates-spreading-amid-covid-privacy-concerns
https://www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010
https://www.washingtonpost.com/health/2021/04/18/scams-coronavirus-vaccination-cards/
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While the available information suggests that most cases of fraudulent COVID-19 medical documents involve 
forgeries, which range from rudimentary, all the way to quite advanced forgeries, there are also cases of 
legitimate COVID-19 documents, which have been fraudulently obtained and used. For example, a Bank Info 
Security article from November 2021 stated that many dark web sites claimed to have access to the systems 
used to issue COVID-19 vaccine certificates, either by hacking into them remotely, or having insiders who 
work at a health care or other health organization. In the specific case of a listing on the Russian Federation 
marketplace, Hydra, the description even mentioned the exact location and hospital that the system was 
accessed from.20 The Bank Info Security article suggested that another possibility for procuring legitimate 
COVID-19 documents for fraudulent use is that criminals have stolen one or more private keys for the 
European system, which were issued to participating health organizations. The article suggested that if these 
keys were stolen, it would be extremely difficult to revoke them, as doing so would invalidate a large quantity 
of legitimate COVID-19 certificates too.21

A December 2021 BBC article reported that in one online post, the vendor claimed to be able to provide 
COVID-19 vaccination certificates from 22 countries including Portugal, France, Greece, Spain, Australia, 
Latvia, Morocco and the United Kingdom. The vendors were not only offering paper certificates but also 
purported to be able to provide NHS COVID-19 apps with QR codes, because they claimed they worked 
with people inside health authorities, who would be able to add information to the database.22

Survey data collected for this report suggest that the most frequently identified type of fraudulent medical 
document in the Asia-Pacific region has been fraudulent certificates of entry (n=17),23 followed by fraudulent 
COVID-19 test results (n=10). Other fraudulent medical documents reported by survey participants are 
fraudulent vaccine documents (n=5), fraudulent doctor of hospital exemption notes (n=4), and fraudulent 
fit-to-fly and health assessment documents (n=4). One survey participant reported identifying a fraudulent 
Thailand pass.24

Legitimate COVID-19 documents that have been fraudulently obtained

20. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

21. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

22. Davies, C. and Devlin, K., ‘Fake Covid passes advertised for sale online’, BBC News, 20 December 2021: 
www.bbc.co.uk/news/business-59725531.

23. Three countries reported that they had identified fraudulent certificates of entry (Bhutan, the Philippines and Thailand).

24. The Thailand Pass system is a free-of-charge web-based system, which is designed to make the documentation process of 
travellers entering Thailand more efficient than the Certificate of Entry application. The pass collects both travel and health 
information.

Table 4: Types of fraudulent medical documents identified in the Asia-Pacific region
Fraudulent Certificates of Entry or quarantine documents
Fraudulent COVID-19 test results (polymerase chain reaction (PCR), antigen, lateral 
flow test (LFT) and home tests)
Fraudulent vaccine documentation (digital and paper)
Fraudulent doctor or hospital notes (in the event of exemption from the COVID-19 
vaccine, or recovery from COVID-19)
Fraudulent fit-to-fly and health assessment documents
Thailand Pass
No answer

17
10

5
4

4
1
56

https://www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010
http://www.bbc.co.uk/news/business-59725531
http://www.bbc.co.uk/news/business-59725531
http://www.bbc.co.uk/news/business-59725531
http://www.bbc.co.uk/news/business-59725531
http://www.bbc.co.uk/news/business-59725531
http://www.bbc.co.uk/news/business-59725531
http://www.bbc.co.uk/news/business-59725531
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Prevalence of fraudulent medical document use

Information on the prevalence of fraudulent COVID-19 medical documents is currently patchy, and only 
available for several countries; there is currently no data available on global trends in the use of fraudulent 
COVID-19 medical documents.

In Canada, the Canada Border Services Agency (CBSA) reported in November 2021 that it had intercepted 
hundreds of suspected falsified or fraudulent COVID-19 test results and proof of vaccination credentials 
since they were required for travel. Between 7 January 2021 and 31 October 2021, the CBSA logged 374 
suspected fake COVID-19 test results – 160 at airports, and 187 at land borders. Between 5 July 2021 and 
31 October 2021, the CBSA further recorded 92 suspected fake vaccine documents.25

In the United Kingdom, in April 2021, 100 individuals were being identified each day attempting to enter the 
United Kingdom using fraudulent medical documents.26 An interview participant suggested that in early 2021, 
at just one United Kingdom airport international terminal, at least two individuals were being apprehended 
each day travelling with fraudulent medical documents.

Survey data show that most survey participants (n=45) who responded to the survey question on fraudulent 
medical document prevalence, reported that in the entire year of 2021 they identified between 101 and 200 
suspected fraudulent medical documents. This would suggest that in the Asia-Pacific region alone, several 
thousand cases of fraudulent medical document were identified in 2021.

Table 5: Prevalence of fraudulent medical documents during 2021

Data for the first quarter of 2022 suggest that most (n=32) survey participants who responded to the 
question on prevalence, have identified only between 1 and 10 fraudulent medical documents. This may 
suggest a downward trend in the use of fraudulent medical documents, which is possibly the result of easier 
access, now, to the COVID-19 vaccines and pre-departure travel testing.

25. Turnbull, S., ‘CBSA has intercepted hundreds of fake Covid-19 tests, vaccine documents’, CTV News, 30 November 2021:  
www.ctvnews.ca/health/coronavirus/cbsa-has-intercepted-hundreds-of-fake-covid-19-tests-vaccine-documents-1.5687354.

26. Grierson, J., ‘Fake Covid vaccine and test certificate market is growing, researchers say’, The Guardian, 16 May 2021:  
www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say.

1   - 10
11 - 20
21 - 30
31 - 40
41 - 50
Between 51 and 100
Between 101 and 200
Between 201 and 1,000
More than 1,001

32
3
2
1
1
0
45
0
0

https://www.ctvnews.ca/health/coronavirus/cbsa-has-intercepted-hundreds-of-fake-covid-19-tests-vaccine-documents-1.5687354
https://www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say
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According to survey participants, most individuals who have used fraudulent medical documents in the  
Asia-Pacific region are nationals of the Asia-Pacific region. Some nationals from Africa, and Western Europe 
have also been identified in the Asia-Pacific region using fraudulent medical documents. 

Profile of travellers and migrants using fraudulent medical documents

Table 6: Nationalities of persons apprehended using fraudulent medical documents
Asia and the Pacific
Africa
Western Europe
Eastern Europe
Latin America and Caribbean
North America
Middle East
No answer

23
8
3
1
1
1
1
55

Interview participants suggested that most persons who have been identified attempting to travel to the 
United Kingdom and Europe using fraudulent medical documents have been African nationals. 

Interview and survey participants further suggested that, while accurate data are lacking, most individuals 
apprehended using fraudulent medical documents during the COVID-19 pandemic have been young travellers 
(aged between approximately 20 and 40 years). Male and female travellers alike have been apprehended using 
fraudulent documents; however, survey data (see Table 7 below) suggest that more male travellers using 
fraudulent medical documents have been apprehended in the Asia-Pacific region than female travellers.

Survey participants suggested that most persons apprehended with fraudulent medical documents have 
been travelling internationally for tourism or work purposes, or to visit family members.

Table 7: Profile of individuals apprehended using suspected fraudulent medical 
documents
Solo adult male travellers aged 31+
Solo adult male travellers aged 18 – 30
Solo adult female travellers aged 18 – 30
Solo adult female travellers aged 31+
People travelling in small groups
Couples
People travelling in organized tour groups
Children (under the age of 18 years)
Families
No answer

20
9
5
5
5
1
1
1
0
54

Table 8: Reasons for travel using fraudulent medical documents

Tourism
Work
See family
Study
Business
No answer

18
15
8
1
1
50
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The available literature on the use of fraudulent COVID-19 medical documents in travel and migration 
suggests that many individuals who use fraudulent medical documents are “anti-vaxxers”27 who want to 
travel but do not want to receive COVID-19 vaccinations. For example, a 2021 CBS article reported that 
purchasers of fraudulent COVID-19 vaccination cards were “anti-vaxxers” who did not plan on being 
vaccinated but wanted whatever access a vaccination card would afford them, including international travel.28

Avoiding vaccination

Reasons for travel using fraudulent medical documents

Survey data suggest that in the Asia-Pacific region, the main reason that travellers and migrants have sourced 
fraudulent medical documents is to avoid the complex processes associated with securing the correct 
medical documentation. This finding was further supported by interview participants, who explained that 
in some regions of the world (especially Africa), accessing vaccinations and pre-departure tests have been 
difficult for many people. Individuals who need to travel in a hurry, for work purposes, or to visit family, have 
looked to sourcing fraudulent medical documents because organizing the appropriate vaccinations, tests, and 
related paperwork takes too long.

Avoiding complex processes of organizing the correct medical documentation

27. According to the Merriam-Webster dictionary, an “anti-vaxxer” is a person who opposes the use of vaccines or regulations mandating 
vaccination. See www.merriam-webster.com/dictionary/anti-vaxxer.

28. Cerulo, M., ‘Scammers are selling fake Covid-19 vaccination cards online’, CBS News 20 April 2021:    
www.cbsnews.com/news/covid-vaccination-cards-fake-scammers-fraud/.

29. Etutu, J., Travelling during Covid: ‘I was nervous using a fake Covid-19 test certificate’, BBC News, 9 February 2021:  
www.bbc.co.uk/bbcthree/article/ee6ed923-e00e-445b-8a98-7b9917178e30.

30. Etutu, J., Travelling during Covid: ‘I was nervous using a fake Covid-19 test certificate’, BBC News, 9 February 2021:   
www.bbc.co.uk/bbcthree/article/ee6ed923-e00e-445b-8a98-7b9917178e30.

Avoiding the costs associated with vaccination and organizing COVID-19 medical 
documentation

Another reason that travellers and migrants source and use fraudulent COVID-19 medical documents is 
thought to be related to the costs associated with securing COVID-19 vaccines and legitimate documentation, 
such as tests and recovery certificates. For example, a February 2021 BBC article told the stories of two 
women who had admitted using fraudulent COVID-19 documentation for travel.29 The article suggested 
that a key reason that people have sourced fraudulent COVID-19 documentation is because fraudulent 
documents are less expensive than organizing legitimate documents. One of the interviewed women 
reported to the BBC journalist that she had wanted to travel from Ghana for employment purposes. The 
cost of the COVID-19 test would have been approximately GBP100 to GBP300, so rather than paying for 
the test, she looked into getting a fraudulent test certificate. She reported to the BBC that she simply asked 
a friend to see the friend’s COVID-19 test certificate, then arranged for someone with photoshop skills to 
make a fake certificate for her.30

https://www.merriam-webster.com/dictionary/anti-vaxxer
https://www.cbsnews.com/news/covid-vaccination-cards-fake-scammers-fraud/
https://www.bbc.co.uk/bbcthree/article/ee6ed923-e00e-445b-8a98-7b9917178e30
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TABLE 9: Reasons for travel/migration using fraudulent medical documents

An interview participant further suggested a reason that some travellers and migrants have sourced 
fraudulent medical documents for travel purposes during the pandemic is that they needed to urgently 
travel but have tested positive to COVID-19 in the days prior to travel. As they considered their travel 
need urgent, they have sourced fraudulent medical documents to enable them to travel internationally 
while infected with COVID-19.

Positive COVID-19 test results

The travellers find the process of getting the vaccine/s and the correct documents 
together confusing and cumbersome, whereas accessing fraudulent documents via the 
Internet is quicker easier
Fraudulent COVID-19 medical documents are cheaper than getting vaccinated and 
gathering other documents required for travel/migration during COVID-19
The travellers are anti-vaxxers and want to circumvent the rules regarding vaccination
Process of requesting a Certificate of Entry is troublesome
No answer

16

10

7
2
52

Another possible reason that individuals use fraudulent medical documents is to facilitate irregular migration. 
Four survey participants in the Asia-Pacific region reported that individuals that were apprehended using 
fraudulent medical documents were also apprehended using other fraudulent travel documents (for 
example, a fraudulent passport). This may suggest that the individual is attempting to travel in an irregular 
manner and is using fraudulent medical documents so that the personal details on travel documents (that 
is, the passport, and the medical documents) match.

Irregular migration
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The available literature suggests that most purchases of fraudulent COVID-19 medical documents are being 
made on the Internet – the open web, and the dark web. Criminals have capitalized on the use of social 
media to promote the sale of fraudulent COVID-19 medical documents. Facebook has been mentioned 
in media reports as a popular site for selling fraudulent COVID-19 medical documents. Telegram has also 
been singled out as being used by criminals to promote the sale of fraudulent medical documents. The 
following paragraphs explain how the channels of Facebook (Meta), Telegram, and the Dark Web have been 
used to promote and sell fraudulent COVID-19 medical documents.

A December 2021 BBC article reported that BBC staff identified several examples of posts or comments 
on Facebook (now Meta) claiming to be selling COVID-19 vaccination certificates for people who had not 
been vaccinated. The posts advertised that the fraudulent passes would help people travel more easily. 
While some posts were taken down within a few days by Facebook, the BBC reported 10 posts and 
comments, many of which reappeared after being removed. The BBC also found several Facebook posts 
linked to channels on encrypted messaging app Telegram which offered to sell COVID-19 certificates to 
unvaccinated people.31

The same December 2021 BBC article reported that analysis by the BBC and cyber-security firm, Checkpoint, 
found that over a seven-month period between December 2020 and July 2021, Telegram channels offering 
COVID-19 passes for unvaccinated people in multiple languages increased from below 10 to more than 1,000. 
One Telegram channel claiming to offer NHS and European Union (EU) digital COVID-19 passports had 
amassed more than 180,000 subscribers over a period of only several days.32

Telegram

Facebook

Methods for sourcing fraudulent medical documents

31. Davies, C. and Devlin, K., ‘Fake Covid passes advertised for sale online’, BBC News, 20 December 2021:   
www.bbc.co.uk/news/business-59725531.

32. Davies, C. and Devlin, K., ‘Fake Covid passes advertised for sale online’, BBC News, 20 December 2021:   
www.bbc.co.uk/news/business-59725531.

33. Investopedia explains that the dark web refers to encrypted online content that is not indexed by conventional search engines. 
See www.investopedia.com/terms/d/dark-web.asp.

34. Georgoulias, D. et al, 2021, COVID-19 vaccination certificates in the Dark Web: https://arxiv.org/pdf/2111.12472.pdf.

35. Georgoulias, D. et al, 2021, COVID-19 vaccination certificates in the Dark Web: https://arxiv.org/pdf/2111.12472.pdf.

Dark web33

The most detailed research available to date on the production and sale of fraudulent COVID-19 documents 
comes from a scholarly report published in 2021 by researchers at a University in Denmark.34 The researchers 
reported that criminals have been selling false vaccine certificates online and may be able to fool an EU 
system designed to verify the certificate’s validity.35 Four researchers at the Cyber Security Group at Aalborg 

https://www.bbc.com/news/business-59725531
https://www.bbc.com/news/business-59725531
https://www.investopedia.com/terms/d/dark-web.asp
https://arxiv.org/pdf/2111.12472.pdf


INTERNATIONAL ORGANIZATION FOR MIGRATION (IOM)

REPORT ON THE USE OF FRAUDULENT MEDICAL DOCUMENTS IN TRAVEL
AND MIGRATION DURING THE COVID-19 PANDEMIC

16

University in Copenhagen, Denmark, reviewed vaccination certificate offerings from 17 marketplaces and 
10 vendor shops. The researchers found that at least one vendor appeared to be selling digital certificates, 
registered in Italy, that were being read as valid by mobile COVID-19 certificate-checking apps developed by 
both France and Denmark.38 The researchers noted that many dark web markets forbid any listing containing 
any items related to COVID-19; however, some do allow both physical and digital vaccine certificates to be 
offered for sale, and in some cases also “yellow vaccination cards” or other vaccination record cards that 
can be used as proof of vaccination, albeit only inside the country in which they were supposedly issued. 
According to the research, the listings were heavily focused on Western European countries and the United 
States, but there were also listings from other continents and countries, such as Brazil, Canada, Mexico, 
Australia and the Russian Federation.39

36. Georgoulias, D. et al, 2021, COVID-19 vaccination certificates in the Dark Web: https://arxiv.org/pdf/2111.12472.pdf;  
Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
https://arxiv.org/pdf/2111.12472.pdf.

37. Georgoulias, D. et al, 2021, COVID-19 vaccination certificates in the Dark Web: https://arxiv.org/pdf/2111.12472.pdf;  
Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

Survey data suggest that, in the Asia-Pacific region, most persons who use fraudulent medical documents 
source these documents through travel agents, the World Wide Web and social media. 

Table 10: Methods of sourcing fraudulent medical documents

Through a travel agent
Through the open web
Through social media, for example, Facebook
Through the dark web
Through friends/family
Through persons providing their services at the airport/border point
Through chat platforms, for example, Telegram
No answer

15
11
10
5
4
2
1
50
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38. Diamond, D., ‘’Ripe for fraud’: Coronavirus vaccination cards support burgeoning scams’, The Washington Post, 18 April 2021: 
www.washingtonpost.com/health/2021/04/18/scams-coronavirus-vaccination-cards/.

39. Jones, C. ‘Woman who allegedly pretended to be a doctor and issued fake COVID exemptions ‘doesn’t believe she’s done anything 
wrong’, ABC News, 14 October 2021: www.abc.net.au/news/2021-10-14/fake-doctor-alleged-false-covid-exemptions/100539676.

40. Davies, C. and Devlin, K., ‘Fake Covid passes advertised for sale online’, BBC News, 20 December 2021:   
www.bbc.co.uk/news/business-59725531.

41. Grierson, J., ‘Fake Covid vaccine and test certificate market is growing, researchers say’, The Guardian, 16 May 2021:  
www.theguardian.com/world/2021/may/16/fake-covid-vaccine-and-test-certificate-market-is-growing-researchers-say.

42. Georgoulias, D., et al, 2021, COVID-19 vaccination certificates in the Dark Web: https://arxiv.org/pdf/2111.12472.pdf;  
Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

The available literature suggests that a variety of individuals and groups are involved in the production and 
sale of fraudulent COVID-19 medical documents. Vendors range from individual players who have seen an 
economic opportunity and taken advantage of it, albeit on a small scale, to organized crime groups making 
substantial profits from the sale of fraudulent COVID-19 documents. 

Vendors and Profit

In terms of small-time players, some individuals have been caught selling limited numbers of vaccine cards and 
other fraudulent COVID-19 medical documents on the Internet. For example, an April 2021 Washington 
Post reported an eBay seller who sold more than 100 blank vaccination cards over the course of two weeks.38 
In Australia, in October 2021 an Australian Broadcasting Commission (ABC) news report documented that 
an Australian woman pretended to be a doctor and issued 600 false COVID-19 exemption certificates. 
She received AUD150 for each certificate. The article reported that the certificates were mainly used in 
employment settings (to enable individuals to continue working with a certificate to prove that they were 
exempt from receiving the COVID-19 vaccination);39 however, it is possible that the false certificates could 
also be used in travel and migration settings.

In terms of organized crime groups that are profiting from the large-scale production and sale of fraudulent 
COVID-19 documents, a December 2021 BBC report cited a senior detective as saying that it was highly 
probable that organized crime groups were behind the sale of fraudulent COVID-19 medical documents 
online.40

The available information suggests that many fraudulent COVID-19 documents are being sold on the dark 
web on a large scale, which suggests organized crime groups involvement. A May 2021 Guardian article 
reported that there were 20 dark web vendors in November 2020. This figure increased to 600 vendors in 
January 2021, and then to more than 1,200 by March 2021. These various vendors were, at the time of the 
article’s publication, selling fraudulent COVID-19 medical documents for less than GBP25.41

As noted in previous pages, scholars at a University in Denmark conducted research on fraudulent COVID-19 
documents and found a significant number of listings for COVID-19 vaccine certificates in European countries, 
the United States, as well as Brazil, Canada, Mexico and Australia.42 According to their research, pricing 
differed significantly between the different listings, with the least expensive certificate starting at USD39 
and the highest price reaching almost USD2,800, which included both a physical and a digital certificate, 

Organized crime groups

Individual vendors

https://www.washingtonpost.com/health/2021/04/18/scams-coronavirus-vaccination-cards/
https://www.abc.net.au/news/2021-10-14/fake-doctor-alleged-false-covid-exemptions/100539676
https://www.abc.net.au/news/2021-10-14/fake-doctor-alleged-false-covid-exemptions/100539676
https://www.abc.net.au/news/2021-10-14/fake-doctor-alleged-false-covid-exemptions/100539676
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registered in the United Kingdom. Most markets accepted bitcoin and monero cryptocurrencies as payment, 
while a smaller number also accepted such digital coins as ethereum, cardano, litecoin and zcash.43

Various media reports discuss the apprehensions of groups of criminals. These articles contain information 
on the scale of the crime, and the location of their criminal activities. For example, a February 2021 BBC 
article reported that French   authorities had recently arrested seven people at Charles de Gaulle airport in 
France carrying 200 counterfeit tests on digital devices.44 

43. Georgoulias, D., et al, 2021, COVID-19 vaccination certificates in the Dark Web: https://arxiv.org/pdf/2111.12472.pdf;  
Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

44. Etutu, J., Travelling during Covid: ‘I was nervous using a fake Covid-19 test certificate’, BBC News, 9 February 2021:  
www.bbc.co.uk/bbcthree/article/ee6ed923-e00e-445b-8a98-7b9917178e30.

45. Nikolov, K., and Trkanjec, Z., ‘Fake COVID passports flourish in Southeastern Europe’, EURACTIV, 1 December 2021:  
www.euractiv.com/section/health-consumers/news/fake-covid-passports-flourish-in-southeastern-europe/.

46. Nikolov, K., and Trkanjec, Z., ‘Fake COVID passports flourish in Southeastern Europe’, EURACTIV, 1 December 2021:  
www.euractiv.com/section/health-consumers/news/fake-covid-passports-flourish-in-southeastern-europe/.

47. Action Fraud, Coronavirus vaccine scam warning 20 July 2021: www.actionfraud.police.uk/vaccine.

48. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

49. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

Medical professionals

The available literature also suggests that in some countries, medical professionals have been involved in 
the sale of fraudulent COVID-19 medical documents. For example, in South-east Europe, cases of medical 
professionals being complicit in COVID-19 medical fraud have been uncovered. Police conducted a 
special operation at two hospitals in the small towns of Aenovgrad and Rakovski in southern Bulgaria in 
late November 2021. Three doctors and a dentist were arrested, and several false COVID-19 vaccination 
certificates were found in one of their cars.45 Two doctors were also arrested in Slovenia for issuing fake 
COVID-19 vaccination certificates.46

Scammers

As the pandemic has progressed, scammers have also seen an opportunity to make a profit from people 
seeking to travel without the appropriate COVID-19 medical documentation. A number of reports discuss 
scams in the context of fraudulent COVID-19 medical documents. For example, in July 2021, Action Fraud 
in the United Kingdom reported that the organization had received over 700 reports from members of the 
public who had been sent emails purporting to be from the NHS, offering them a “vaccine passport”. The 
emails claimed that the “passport” would allow people to travel safely and freely around the world without 
having to self-isolate. The emails asked the recipient to click on a link, which diverted them to an online form 
where they were prompted to input personal and financial details.47

A November 2021 Bank Info Security article highlighted the fact that many dark web COVID-19 vaccination 
certificates are nothing other than scams.48 Some, but not all, dark web markets include an escrow system 
and offer a dispute resolution service in case a seller fails to provide a promised good or service, but  
stand-alone vendor pages do not offer such guarantees. After the payment has been confirmed by the 
marketplace, the client needs to provide their private information. This varies depending on the country that 
the certificate is being issued in and may include full name, country, address, Social Security number, state, 
post code, and email address. All of this information is then used by the sellers to create the COVID-19 
certificate or to scam buyers of their personal details and money.49
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Table 11: Responses to suspected fraudulent medical documents

Around the world, there has been no standard process for dealing with persons suspected of using 
fraudulent medical documents for travel or migration during the COVID-19 pandemic. Common responses 
include interviewing the individual, conducting a secondary check of the medical documentation, fining them, 
prohibiting them from travelling or returning them to the country from which they just departed.

It should also be noted that in some cases, airlines may be penalized for failure to conduct adequate checks of 
travellers’ medical documents. If it is determined, for example, that an individual has travelled to a destination 
country with fraudulent COVID-19 medical documents, the airline may be made responsible for purchasing 
a return air ticket for the traveller. However, interview participants reported that, for the most part, airlines 
have not been penalized.

Responses of national authorities to persons suspected of using fraudulent 
medical documents

Prohibit the traveller from entering/transiting/exiting your country
Return the traveller to the last country of transit or their country of origin
Conduct a secondary check of the suspected fraudulent COVID-19 medical documents
Report the case to the relevant national authorities in your country
Apprehend the traveller for questioning/interview
Report the case to the traveller’s airline
Report the case to the relevant Embassy (Embassy of the traveller)
No answer

20
20
18
17
15
15
4
43

Secondary check, interview, and prevented from travel

As Table 11 below suggests, survey participants in the Asia-Pacific region will regularly prohibit an individual 
who is suspected of using fraudulent medical documents from travelling. However, interview participants 
highlighted that it is often difficult to determine, with full certainty, that a document is fraudulent, so in many 
cases the traveller will be permitted to travel even when the airline and/or national authorities suspect that 
the individual is using fraudulent medical documentation. Interview participants explained that in the context 
of travellers returning to their home country, they must be allowed to proceed, thus the only punishment 
can be a fine.

Penalties

In addition to preventing an individual from travelling, fines and other punishment have also been used to 
deter individuals from using fraudulent medical documents for travel/migration purposes during the pandemic. 
In the United Kingdom, as of December 2021, COVID-19 related fraud could lead to a GBP10,00050 fine. 

50. Davies, C., and Devlin, K., ‘Fake Covid passes advertised for sale online’, BBC News, 20 December 2021:   
www.bbc.co.uk/news/business-59725531.

https://www.bbc.com/news/business-59725531
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In France, anyone caught buying or selling a false COVID-19 vaccination or test certificate may face up to 
three years’ imprisonment and a fine of EUR45,000.53

Making fraudulent use of an official United States government seal is a felony that carries a maximum penalty 
of five years in prison. Individuals who forge COVID-19 vaccination cards to travel, return to work or attend 
events can also be charged criminally for knowingly putting other people at risk of getting COVID-19.54

Presenting false information and documentation to Government of Canada officials, such as border officials, 
can also result in financial penalties up to CAN 750,000 and, or six months in prison. Foreign nationals who 
provide false information may also be denied entry and/or banned from returning to Canada.55 In August 
2021, Canada fined two travellers arriving in the country from the United States, CAN20,000 each for 
non-compliance with entry requirements. The travellers had provided false information related to proof of 
vaccination and pre-departure tests, and also did not comply with requirements related to on-arrival testing 
and staying at government-approved accommodation.56

Interview participants suggested that the fines had a positive deterrence effect, with fewer individuals 
identified using fraudulent medical documents in late 2021 and early 2022.

51. Wallin, E., ‘Plan B: GBP10,000 fine for fake Covid passes under new laws’, Conference News, 14 December 2021:  
www.conference-news.co.uk/news/plan-b-ps10000-fine-fake-covid-passes-under-new-laws.

52. Etutu, J., Travelling during Covid: ‘I was nervous using a fake Covid-19 test certificate’, BBC News, 9 February 2021:  
www.bbc.co.uk/bbcthree/article/ee6ed923-e00e-445b-8a98-7b9917178e30. 

53. The Connexion, ‘EU’s health pass aims to crack down on fake Covid certificates, 9 July 2021:    
www.connexionfrance.com/French-news/EU-s-health-pass-aims-to-crack-down-on-fake-Covid-certificates.

54. Cerulo, M., ‘Scammers are selling fake Covid-19 vaccination cards online’, CBS News 20 April 2021:    
www.cbsnews.com/news/covid-vaccination-cards-fake-scammers-fraud/.

55. Turnbull, S., ‘CBSA has intercepted hundreds of fake Covid-19 tests, vaccine documents’, CTV News, 30 November 2021:  
www.ctvnews.ca/health/coronavirus/cbsa-has-intercepted-hundreds-of-fake-covid-19-tests-vaccine-documents-1.5687354.

56. Hunter, M., ‘Canada fines two travelers nearly $20K over false Covid information’, CNN, 2 August 2021:   
https://edition.cnn.com/travel/article/canada-fines-travelers-covid-documentation/index.html.

Government documents explaining the new legislation – which came into force on 15 December 2021 state: 
“Anyone making, adapting, supplying or offering to supply someone with false evidence of their COVID-19 
status can be prosecuted or fined up to GBP10,000. Higher penalties may apply under other legislation, for 
example the Fraud Act 2006.”51 Another media article suggested that if an individual is caught selling fake 
COVID-19 vaccine certificates in the United Kingdom, they may face a prison sentence.52
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Survey participants in the Asia-Pacific region reported that the key challenge that they face in checking 
travellers’ medical documents is that relevant personnel have not received sufficient training in order to 
identify fraudulent documents. As a result, they are often limited to only quickly looking at documents to 
make a cursory determination of whether the documents are real or fraudulent. 

Related challenges are that there is no technology available to check the veracity of medical documents, 
there is confusion regarding who is responsible for checking the documents during travel/migration, and 
there is a lack of clarity on how relevant entities should deal with persons suspected of using fraudulent 
medical documents.

The available literature suggests that thorough checks of medical documents would significantly slow 
international travel through delays at check-in and immigration. According to a December 2021 BBC report, 
a representative of the United Kingdom Immigration Services Union reported that in the United Kingdom 
there was “no model” for extensive medical document checks and that in the event that the responsibility 
of such checks was returned to immigration officers, border queues would “become really unmanageable”.57

“Airlines and others can only do visual checking. They are not doing any verification of 
documents” (Interview with an immigration official).

Table 12: Challenges for entities responsible for checking medical documents

Our personnel are not sufficiently trained/equipped to identify fraudulent medical 
documents
There is no robust technology at hand for determining with certainty that the document/s 
are fraudulent
There is a lack of clarity regarding who is responsible for checking the documents (that is, 
whether airlines are responsible, or immigration authorities)
There is a lack of clarity on the protocols for dealing with persons apprehended using 
fraudulent COVID-19 medical documents
It is a drain on our human resources to have to check the documents thoroughly and 
refer suspected cases for further review and interview
No answer

27

20

17

16

12

39

57. Davies, C., and Devlin, K., ‘Fake Covid passes advertised for sale online’, BBC News, 20 December 2021:   
www.bbc.co.uk/news/business-59725531.

Challenges for immigration authorities in responding to the use of fraudulent 
medical documents

Lack of training and time 

https://www.bbc.com/news/business-59725531
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Where region-wide COVID-19 vaccination mechanisms have been developed, not all countries have agreed 
to use them. For example, a system has been developed by the European Commission: the EU Digital 
COVID Certificate. Available in both paper and digital formats, it includes a QR code that can be used to 
verify that the named individual has received specified vaccine doses.59 More than 20 non-EU countries 
– including Israel, Norway, Switzerland, the United Kingdom, and Vatican City - are also part of the so-called 
Digital Green Certificate system; however, not all countries have been interested in participating in this, or 
other COVID-19 vaccination systems.60

The available literature suggests that one of the greatest challenges facing immigration agencies and other 
relevant entities around the world is the lack of agreement on the format of COVID-19 vaccination certificates 
and related medical documents. This means that immigration personnel, and in some contexts, airline staff, 
are responsible for trying to identify fraudulent COVID-19 documents when dozens of different looking 
certificates and other documents are presented to them from various countries around the world. This is 
further complicated in the context of countries such as the United States that have multiple states, and the 
states have their own mechanisms and documents for showing proof of COVID-19 vaccination. For example, 
the United States has no nationalized digital COVID-19 vaccination certificate or “passport system”, but 
seven states have developed their own mobile apps.58

Interview participants emphasized that the diverse nature of COVID-19 documents has meant that it is very 
difficult for entities responsible for checking medical documents in travel/migration settings to determine 
whether a document is fraudulent. Travellers and migrants will present documents on paper, or on their 
phone. These documents are in various languages; some with QR codes, and others without. Unless the 
individual who is checking the documents is very familiar with the format of COVID-19 documentation 
produced by a certain country, it is difficult for them to determine with any certainty whether a document 
is fraudulent.

“The most significant problem is the different types of documents. What does a country 
actually do in terms of the security of the documents presented? What do they actually look 
like? You can’t know every vaccination certificate. You may get a document and think – ‘gosh 

this doesn’t look right’. But you can’t be sure” 
(Interview with an immigration official in Oceania).

58. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

59. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

60. Bank Info Security, ‘Darknet markets advertise fake COVID-19 vaccine passports, 21 November 2021:   
www.bankinfosecurity.com/darknet-markets-advertise-fake-covid-19-vaccine-passports-a-18010.

Lack of consensus on COVID-19 vaccination certificate format and codes 
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5SECTION

CONCLUSION AND RECOMMENDATIONS

This report has explored the important subject of the use of fraudulent medical documents in travel and 
migration during the COVID-19 pandemic. The findings are of use to national authorities, airlines, and other 
relevant entities around the world during the current pandemic, as well as in the context of future pandemics. 
It is anticipated that the findings will be useful for strengthening knowledge and understanding regarding 
the prevalence of fraudulent medical documents during the COVID-19 pandemic, the different types of 
fraudulent medical documents used, the profiles of travellers apprehended using fraudulent documents, 
travellers’ methods of sourcing the fraudulent medical documents, the organized crime element of fraudulent 
medical document production and sale, and the challenges that fraudulent medical documents pose for 
national authorities, airlines and other relevant entities.

The study finds that there has been an evolution in the use of fraudulent medical documents during the 
COVID-19 pandemic. In the earlier phases of the pandemic, fraudulent COVID-19 test results were used in 
international travel contexts; from early 2021 fraudulent COVID-19 vaccine documentation was identified 
in international travel and migration contexts. Fraudulent documents have most often consisted of forgeries, 
whereas some travellers have sourced legitimate medical documents that have been fraudulently obtained.

There is a lack of accurate data on the global use of fraudulent medical documents in travel and migration. 
Some countries, such as Canada and the United Kingdom, reported hundreds or even thousands of cases of 
fraudulent medical document usage in 2021. Most persons apprehended using fraudulent medical documents 
are from Africa or the Asia-Pacific regions. Most persons apprehended using fraudulent medical documents 
in Asia-Pacific and other regions are males aged 20 to 40 years.

Individuals source fraudulent medical documents to facilitate travel and migration for different reasons. Some 
travellers are “anti-vaxxers”, whereas others source fraudulent medical documents due to the costs and time 
associated with organizing vaccinations, COVID-19 tests and legitimate medical documents. Other reasons 
include people wanting to travel while having tested positive for COVID-19, and those travelling irregularly.

Fraudulent medical documents are easy to source through a variety of channels, including social media, the 
open web, and the dark web. Individual vendors and organized crime groups alike have profited from the 
production and sale of fraudulent medical documents. There is also evidence that some medical professionals 
have been involved in the sale of COVID-19 medical documentation.

While there is no standard process for dealing with suspected cases of fraudulent medical documents in 
international travel and migration, responses have tended to involve conducting secondary checks of medical 
documentation, interviewing the traveller/migrant, preventing the individual from travelling, returning the 
traveller to the country of departure or transit, and imposing fines and threatening prosecution. The study 
identifies that fines may have had a positive deterrence effect and reduced the prevalence of fraudulent 
medical documentation use during the pandemic.
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The study identifies that the use of fraudulent medical documents poses significant challenges for airlines, 
immigration authorities, and other relevant entities. Airline staff in particular, as well as national immigration 
authorities, have not received adequate training to identify fraudulent COVID-19 medical documents. Due 
to a lack of training, time, and technology to verify that a document is fraudulent, airline staff, immigration 
officials and other relevant entities are often reduced to only conducting cursory visual checks of medical 
documents to determine whether they are legitimate. The diversity of COVID-19 documentation produced 
by countries around the world has made it extremely challenging for relevant entities to be able to quickly 
determine whether a document is legitimate. COVID-19 medical documents are produced in a number of 
different languages; many are paper based, and not all countries use medical documentation with QR codes. 
The study further identifies that many persons suspected of presenting fraudulent documents have been 
allowed to travel because there is no mechanism in place to determine with certainty that the documents are 
fraudulent. Where region-wide mechanisms have been developed, such as the EU Digital COVID Certificate, 
not all countries have agreed to use them. The result is that many thousands of individuals have been 
permitted to travel during the pandemic without the appropriate medical documents. Worse, individuals 
have been permitted to travel internationally and enter countries while they are infected with COVID-19. 
The study could not identify any information to suggest that the individuals and groups that have produced 
and sold fraudulent COVID-19 medical documents have been arrested or punished.

Gaps in planning, regional and international coordination, as well as challenges related to human and financial 
resources should be considered by relevant entities in light of the current pandemic, as well as future 
pandemics. Important lessons learned, which have been highlighted in this report, should be considered 
by national authorities with a view to preventing – in the context of future pandemics – the same errors 
in responding to the use of fraudulent medical documents, which occurred in the current pandemic. 
Strengthening mechanisms to detect fraudulent medical documents used in travel and migration, and to 
punish those who produce and use the documents, will help to ensure that illegal activities related to 
fraudulent medical document production do not go unpunished, and that international travel remains safe 
for all.

Survey and interview participants suggested that the following activities should be conducted in order to 
strengthen mechanisms to identify fraudulent medical documents during the current pandemic, as well as 
future pandemics:

Develop a global verification mechanism66 for medical test and vaccination results, such as a 
barcode or QR code;

Develop equipment and tools (for example, scanners and appropriate technology designed for 
specific typology of documents) for determining whether documents are legitimate or fraudulent;

Provide extensive and ongoing training to relevant personnel (that is, airline staff, immigration 
authorities, and others that are responsible for checking travel documentation) on how to identify 
fraudulent medical documents;

Encourage regional and international discussion and collaboration on the issue of fraudulent 
medical documents in travel through establishing round tables and similar mechanisms to facilitate 
cooperation between State entities and airlines;

•

•

•

•

61. In 2021, the International Civil Aviation Authority (ICAO) announced the publishing of new technical specifications for a Visible 
Digital Seal (VDS) for non-constrained environments. The ICAO VDS stores datasets for test and vaccination certificates in a  
two-dimensional barcode which can be paper- or screen-based. Border control and other receiving parties can verify the data 
against established requirements efficiently and seamlessly, including through the use of traveller self-service kiosks and processes. 
The VDS barcode is digitally signed for security, with the signature being based on the same public key cryptographic infrastructure 
principles that are already used to support ePassport issuance and authentication by more than 145 countries globally. These new 
VDS specifications will help to make the related processes and documents much more efficient and less vulnerable to fraud. The 
VDS solution also makes use of already-established infrastructure and procedures, meaning that States can implement VDS barcodes 
quickly, and at minimal cost. However, few countries have expressed interest in using this system to the costs involved.
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Finally, there is significant scope for further research on the subject of fraudulent medical documents used 
during the COVID-19 pandemic. The question of why travel agents in the Asia-Pacific region are involved 
in the sale of fraudulent medical documents, for example, requires further scholarly attention. Additional 
studies that explore the prevalence of fraudulent medical documents during the COVID-19 pandemic, 
the methods for producing and selling fraudulent medical documents, and the organized crime element of 
fraudulent medical document production, may shed valuable light on the size of the crime, global profits from 
the crime, and the health and other implications for international travellers, airlines, and national immigration 
authorities.

•

•

Develop regional and national guidelines and referral mechanisms, which provide clarity on who is 
responsible for checking medical documents, and how to deal with individuals apprehended using 
fraudulent medical documents; and

Further embed health authorities in overall travel safety considerations and management of 
mobility continuum, to develop appropriate procedures for producing verifiable certificates, 
ensuring integrity of the issuance process, protecting personal data of applicants, to checking 
authenticity of certificates and of information reported therein.
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